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Introduction

The mechanisms specified in this document are designed to achieve one of the following three goals.

a) Balanced password-authenticated key agreement: Establish one or more shared secret keys
between two entities that share a common weak secret. In a balanced password-authenticated key
agreement mechanism, the shared secret keys are the result of a data exchange between the two
entities; the shared secret keys are established if, and only if, the two entities have used the same
weak secret; and neither of the two entities can predetermine the values of the shared secret keys.

b) Augmented password-authenticated key agreement: Establish one or more shared secret keys
between two entities A and B, where A has a weak secret and B has verification data derived from
a one-way function of A’s weak secret. In an augmented password-authenticated key agreement
mechanism, the shared secret keys are the result of a data exchange between the two entities; the
shared secret keys are established if, and only if, the two entities have used the weak secret and the
corresponding verification data; and neither of the two entities can predetermine the values of the
shared secret keys.

NOTE 1	 This type of key agreement mechanism is unable to protect A’s weak secret being discovered by
B, but only increases the cost for an adversary to get A's weak secret from B. A typical application scenario
would involve use between a client (A) and a server (B).

c) Password-authenticated key retrieval: Establish one or more secret keys for an entity, A,
associated with another entity, B, where A has a weak secret and B has a strong secret associated
with A's weak secret. In an authenticated key retrieval mechanism, the secret keys, retrievable by
A (not necessarily derivable by B), are the result of a data exchange between the two entities, and
the secret keys are established if, and only if, the two entities have used the weak secret and the
associated strong secret. However, although B’s strong secret is associated with A's weak secret,
the strong secret does not (in itself) contain sufficient information to permit either the weak secret
or the secret keys established in the mechanism to be determined.

NOTE 2	 This type of key retrieval mechanism is used in those applications where A does not have secure
storage for a strong secret, and requires B’s assistance to retrieve the strong secret. Such a mechanism is
appropriate for use between a client (A) and a server (B).

The International Organization for Standardization (ISO) and International Electrotechnical 
Commission (IEC) draw attention to the fact that it is claimed that compliance with this document may 
involve the use of patents.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights. The 
holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences under 
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this 
respect, the statements of the holders of these patent rights are registered with ISO and IEC. Information 
may be obtained from:

National Institute of Advanced Industrial Science and Technology

1–1–1 Umezono

Tsukuba, Ibaraki

305–8560 Japan

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying 
any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain online databases of patents 
relevant to their documents. Users are encouraged to consult the databases for the most up to date 
information concerning patents.
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Information technology — Security techniques — Key 
management —

Part 4: 
Mechanisms based on weak secrets

1	 Scope

This document defines key establishment mechanisms based on weak secrets, i.e. secrets that can be 
readily memorized by a human, and hence, secrets that will be chosen from a relatively small set of 
possibilities. It specifies cryptographic techniques specifically designed to establish one or more secret 
keys based on a weak secret derived from a memorized password, while preventing offline brute-force 
attacks associated with the weak secret. This document is not applicable to the following aspects of key 
management:

—	 life-cycle management of weak secrets, strong secrets, and established secret keys;

—	 mechanisms to store, archive, delete, destroy, etc. weak secrets, strong secrets, and established 
secret keys.

2	 Normative reference

There are no normative references in this document.

3	 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

—	 IEC Electropedia: available at http://www.electropedia.org/

—	 ISO Online browsing platform: available at http://www.iso.org/obp

3.1
augmented password-authenticated key agreement
password-authenticated key agreement where entity A uses a password-based weak secret and entity B 
uses verification data derived from a one-way function of A's weak secret to negotiate and authenticate 
one or more shared secret keys

3.2
balanced password-authenticated key agreement
password-authenticated key agreement where two entities A and B use a shared common password-
based weak secret to negotiate and authenticate one or more shared secret keys

3.3
brute-force attack
attack on a cryptosystem that employs an exhaustive search of a set of keys, passwords or other data
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