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INTERNATIONAL ELECTROTECHNICAL COMMISSION

Nuclear power plants -
Instrumentation and control systems important to safety -
Platform qualification

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
may be required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held responsible for identifying any or all such patent rights.

IEC 63413 has been prepared by subcommittee 45A: Instrumentation, control and electrical
power systems of nuclear facilities, of IEC technical committee 45: Nuclear instrumentation. It
is an International Standard.

The text of this International Standard is based on the following documents:

Draft Report on voting

45A/1638/FDIS 45A/1647/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

— reconfirmed,

— withdrawn, or

— revised.


https://www.iec.ch/members_experts/refdocs
https://www.iec.ch/publications
https://webstore.iec.ch/?ref=menu
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INTRODUCTION
a) Technical background, main issues and organization of the document

This document provides requirements on the qualification of instrumentation and control (1&C)
platforms for use in 1&C systems important to safety, within the framework of the IEC SC 45A
standards. It provides guidance on how IEC SC 45A standards are to be applied for I&C
platforms considering all possible constituents of an I&C platform (i.e. hardware, software,
programmable logic, its architecture, including internal and external interfaces, and engineering
tools). This document covers both product and life cycle process aspects according to
IEC 61513.

In general, 1&C platforms are developed for a defined set of applications and are pre-existing
with regards to their application in the I&C systems of a specific nuclear power plant (NPP).
Therefore, this document is organised in two parts:

1) The first part deals with requirements for performing a generic qualification of an 1&C
platform for use in I&C systems important to safety of NPPs. A generic (i.e. plant
independent) qualification considers known or anticipated requirements for the
applications the 1&C platform will be used for.

2) The second part covers the plant-specific aspects related to the |&C platform
qualification, and its relation to the qualification of I&C systems important to safety in
NPPs.

The approach is based on and consistent with the framework and requirements provided by
IEC SC 45A standards, and refers to corresponding standards that are required in the context
of an 1&C qualification: according to IEC 61513:2011, 6.2.3.2, the suitability of pre-existing I&C
components (forming the 1&C platform) are evaluated to demonstrate that their characteristics
comply with the plant-specific system requirements specification. A generic platform
qualification would facilitate the verification of the feasibility of the qualification in accordance
with IEC 61513:2011, 6.5.2, and the identification of additional work and constraints necessary
for the plant-specific qualification.

IEC 61513:2011, 6.5, deals with requirements related to the 1&C system qualification, which
concerns the qualification of the I&C platform and the plant-specific 1&C system. The
requirements on qualification herein are given for different activities and for each I&C platform
and module development life cycle phase including verification and validation. However, up to
the issuance of this document it was not clear how IEC SC 45A standards can be applied
consistently for generic qualification of I&C platforms and its use in I&C systems. By
establishing a consistent approach, this document also aims at facilitating the qualification of
I&C systems important to safety of NPPs based on a qualified 1&C platform.

It is intended that this document be used by designers and operators of NPPs (utilities),
licensees, systems evaluators, vendors, and by regulators.

b) Situation of the current document in the structure of the IEC SC 45A standard series

The first-level IEC SC 45A standard for I&C systems important to safety in NPPs is IEC 61513.
IEC 63413 is a second-level IEC SC 45A standard which addresses the generic issue of
requirements on the qualification of I&C platforms for use in I&C systems important to safety.

IEC 60987 is a second-level standard which covers the hardware aspects of I1&C systems used
to perform functions important to safety in NPPs. This document makes direct reference to
IEC 60987 for I&C platform hardware requirements.

IEC 60880 and IEC 62138 are second-level standards which together cover the software
aspects of computer-based systems used to perform functions important to safety in NPPs. This
document makes direct reference to IEC 60880 and IEC 62138 for I&C platform software
requirements.
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IEC 62566 and IEC 62566-2 are second-level standards which together cover the development
of HPDs used to perform functions important to safety in NPPs. This document makes direct
reference to IEC 62566 and IEC 62566-2 for requirements on HPDs for use in I&C platforms.

IEC/IEEE 60980-344 is a second level standard which focuses on the seismic qualification of
electrical equipment important to safety. IEC/IEEE 60780-323 is a second level standard for
equipment qualification important to safety. This document makes direct reference to
IEC/IEEE 60980-344 and IEC/IEEE 60780-323 for equipment and the seismic qualification of
1&C platforms.

For more details on the structure of the IEC SC 45A standard series, see item d) of this
Introduction.

¢c) Recommendations and limitations regarding the application of this document

It is important to note that this document establishes no additional functional requirements for
classified systems (see IEC 61226 for system classification requirements).

This document does not directly prescribe what is necessary for the successful licensing of I&C
systems based on a qualified |I&C platform. Rather, it provides assistance for licensing, and
creates a framework by formulating requirements on I&C platform qualification and making
specific reference to the relevant IEC SC 45A standards.

It is acknowledged that I&C technology continues to evolve, and that it is not possible for a
document such as this to include references to all modern design technologies and techniques.
To ensure that this document will continue to be relevant in future years, the emphasis has
been placed on issues of principle rather than specific hardware, software or programmable
logic design technologies. If new design techniques are developed, then it is possible to assess
the suitability of such techniques by adapting and applying the design principles contained
within this document.

This document refers to IEC 62645 to address how to protect I&C systems against those threats
arising from malicious attacks such as cybersecurity, for programmable digital items from the
perspective of an |&C platform. IEC 62645 provides requirements for security programmes for
programmable digital items for all their development phases and on-site operation. Together
with IEC 62859 for coordinating safety and cybersecurity and IEC 63096 for security controls,
IEC 62645 provides the normative framework of IEC SC 45A regarding the specific subject of
cybersecurity.

d) The structure of the IEC SC 45A standard series and relationships with other IEC
documents and other bodies documents (IAEA, ISO)

The IEC SC 45A standard series comprises a consistent set of documents organised in a
hierarchy of four levels. The top-level documents of the IEC SC 45A standard series are
IEC 61513 and IEC 63046, covering respectively general requirements for instrumentation and
control (I&C) systems and general requirements for electrical power systems of NPPs.
IEC 61513 and IEC 63046 adopt an overall system life-cycle framework and constitute, along
with the relevant second-level standards, the nuclear implementation of the basic safety series
IEC 61508. IEC 61513 and IEC 63046 refer to ISO 9001 as well as to IAEA GSR Part 2 and
IAEA GS-G-3.1 and IAEA GS-G-3.5 for topics related to quality assurance (QA).
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IEC 61513 and IEC 63046 refer directly to second-level IEC SC 45A standards for general
requirements for specific topics, such as categorization of functions and classification of
systems (IEC 61226), qualification (IEC/IEEE 60780-323), separation (IEC 60709), control
room design (IEC 60964), electromagnetic compatibility (IEC 62003), human factors
engineering (IEC 63351), programmable digital item and hardware aspects for programmable
digital systems (in particular IEC/IEEE 60880 and IEC 62566) and management of ageing
(IEC 62342). For cybersecurity, IEC 62645 builds upon the valid high-level principles and main
concepts of the generic security standards, in particular ISO/IEC 27001 and ISO/IEC 27002; it
adapts them and completes them to fit the nuclear context and coordinates with the IEC 62443
series.

At a third level, standards relate to specific requirements for specific equipment, technical
methods, or activities. Usually, these documents refer to second-level documents for general
requirements and can be used on their own.

A fourth level, extending the IEC SC 45A standard series, pertains to Technical Reports which
are not normative.

The IEC SC 45A standards series consistently implement the safety and cybersecurity
principles and terminology within relevant IAEA safety standards and relevant documents of the
IAEA nuclear security series (NSS). In particular, this includes the IAEA requirements SSR-2/1,
establishing safety requirements related to the design of nuclear power plants (NPPs), the IAEA
safety guide SSG-30 dealing with the safety classification of structures, systems and
components in NPPs, the IAEA safety guide SSG-39 dealing with the design of instrumentation
and control systems for NPPs, the IAEA safety guide SSG-34 dealing with the design of
electrical power systems for NPPs, the IAEA safety guide SSG-51 dealing with human factors
engineering in the design of NPPs, the implementing guide NSS 42-G and technical guidance
NSS 17-T for computer security at nuclear facilities.

NOTE IEC TR 63400 provides a more comprehensive description of the overall structure of the IEC SC 45A
standards series and of its relationship with other standards bodies and standards.

This document is organized as follows:

— Clause 4 addresses the requirements for performing a qualification of an I&C platform for
use in I&C systems important to safety of NPPs. This includes differentiation of requirements
according to the safety category of the 1&C functions which are to be implemented by the
I&C platform. The given structure of the qualification is based on the system life cycle
specified by IEC 61513 and all applicable standards related to the specific aspects including
requirements on hardware, software and programmable logic.

— Clause 5 addresses the requirements for the use of a qualified I1&C platform in I&C systems
important to the safety of NPPs. This includes the suitability of the I&C platform and
consideration of context and dependencies between the I&C platform and the I&C system
qualification.

— Additionally, this document provides an informative Annex A giving examples of cooperation
between parties involved in the process of I&C platform qualification. The informative
Annex B provides an overview for allocation of requirements by qualification aspects.
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1 Scope

This document provides guidance and establishes requirements for the qualification of I1&C
platforms, according to IEC nuclear standards, aimed to be used in nuclear applications
important to safety. Qualification of an I&C platform (also called pre-qualification or generic
qualification) is performed as a generic activity outside the framework of a plant-specific
application project. Platform qualification aims to fulfil in an anticipated manner all requirements
leading to an I&C platform fully suitable for the implementation of a plant-specific application
project. It enables a licensing process to concentrate on two separate steps; one dedicated to
the suitability of the I&C platform, considering safety features and development processes, and
one dedicated to the plant-specific implementation, considering safety functions.

The platform qualification covers consequently all I&C platform specific aspects including
hardware, software, HPD, engineering tools, environmental qualification, quality and the applied
safety life cycle supporting these activities. Platform qualification also considers interaction of
platform assemblies. This document applies to I&C platforms under development, as well as to
pre-existing I&C platforms.

I&C platforms and their qualification are, in principle, mentioned within IEC 61513, but in some
cases, it is not clear which requirements on I&C systems are relevant for an |&C platform, and
are therefore required for their qualification. This document provides guidance on what is
relevant to I&C platform qualification and what is relevant to the implementation of an I&C
system design based on a qualified I&C platform.

According to IEC 61513:2011, 6.5.2, it is convenient to use evidence from the qualification of
hardware and software modules, established outside the framework of a plant-specific
application (i.e. pre-qualification or generic qualification of COTS products or of an equipment
family). The objective of this document is to identify those requirements that relate closely to
an |&C platform qualification and aims to support a two-step approach for the licensing of I&C
systems based on this I&C platform. If the complete qualification of an 1&C system is performed
in the framework of a plant-specific application, this document does not apply.

In any case, requirements specified by IEC SC 45A standards (e.g. hardware, software and
programmable logic requirements) apply for the qualification of an I&C platform. Therefore, this
document refers to existing requirements within the IEC SC 45A series of standards that are
necessary for qualifying an I&C platform and for its use in the NPP. Basic means of equipment
and seismic qualification, as prescribed by IEC/IEEE 60780-323 and IEC/IEEE 60980-344, are
through analysis, type testing and documented operational experience. Other documents
applicable for qualification for nuclear use include IEC 61513, IEC 63046, IEC 60880,
IEC 62138, IEC 62566, IEC 62566-2, IEC 60987, IEC 62671, and IEC 61226.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60880:2006, Nuclear power plants - Instrumentation and control systems important to
safety - Software aspects for computer-based systems performing category A functions

IEC 60987:2021, Nuclear power plants - Instrumentation and control important to safety -
Hardware requirements

IEC 61513:2011, Nuclear power plants - Instrumentation and control important to safety -
General requirements for systems
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