IEC PAS 61850-90-28:2026-10(en)

IEC PAS 61850-90-28

Edition 1.0 2026-10

PUBLICLY AVAILABLE
SPECIFICATION

Communication networks and systems for power utility automation -
Part 90-28: Specification for subscriber IED to validate GOOSE and SV
messages

ICS 33.200 ISBN 978-2-8327-1533-8



1

o 00 WODN

IEC PAS 61850-90-28:2026 © IEC 2026

CONTENTS

1.1 LT a1 = PP
1.2 Published versions of the standard and related namespace names.......................
1.3 Identification of the NAMESPACE........iiniiiii e,
1.4 Code Component distribution ...
NOIMALIVE FEFEIENCES ...t e eees
Terms and definitioNs ... e
Abbreviated termMS .. e
GOOSE and SV messages validation prinCiple ..o,
GOOSE and SV messages validation UsSe Cases ..o
6.1 Use case 1: Upgrade of system communication configuration using SCD or
SED without updating all subscriber and/or publisher IEDsS ..o,
6.2 Use case 2: Extension of substation with new bays..............coooiiiiiiiinn
6.3 Use case 3: Replacement of an IED with same configuration as previous one.......
6.4 Use case 4: Wrong configuration loaded into an IED............ccoooiiiiiiiiiinine,

6.5 Use case 5: Change configuration of an IED not considered by system
CONTIGUIATION e e e

6.6 Use case 6: Simulation of IED in the network sending same GOOSE and SV
messages as operational |[ED without simulation flag ...........ccooooi,

6.7 Use case 7: Simulation of IED in the network sending GOOSE or SV
messages with simulation flag configured differently as the operational IED .........

6.8 Use case 8: Use of diagnostic/supervision tool to validate the deployment of
a configuration in a system with GoCB and SVCB publisher/subscriber.................

GOOSE and SV messages validation requirements .............cooviiiiiiiiiii e
GOOSE and SV messages validation prinCiple ...........cooiiiiiiiii e,
Engineering process CONSIderation ..........ooiuiiiiiiii e

9.1 Configuration of GoCB/SVCB publishers and subscribers ...

9.2 Impact of the change of the configuration of publisher IEDs on subscriber
5 TP

9.2.1 LT o= = | P
9.2.2 Destination MAC address and APPID ...
9.2.3 VLAN infOrmation ...
9.2.4 Minimum time, applying to GOOSE mMesSSage .........coveuiiiiiiiiiiiieiicieeeee e
9.2.5 Maximum time, applying to GOOSE message .........ccocvviiiiiiiiiiiiiiieceeeee,
9.2.6 Support of fixed offset. ...
9.2.7 SUPPOIt Of SECUTITY 1ouiiiii e
9.2.8 Datset information ... ...
9.2.9 Rule for configuration revision (COnNfREV) ........coiiiiiiiiiii e,

10 GOOSE and SV message parameters and its validation ................cooooiiiiin e,

10.1 Header information for Layer 2 GOOSE and SV messages .........ccovvveveineineinennnnn.
10.1.1 Destination MAC AdAressS ...
10.1.2 SoUICE MAC AdArESS. .o
10.1.3 Priority tagging/Virtual LAN ...
10.1.4 ] =T 4 o1 PP
10.1.5 APPIlication IDentifier (APPID) . ..o



IEC PAS 61850-90-28:2026 © IEC 2026

10.1.6 F N I 1 I =Y o T ) o PP 23
10.1.7 RSB IV ..o 23
10.2 Header information for Routable GOOSE and SV messages .........ccovvevvveiienneennnen. 23
10.2.1 Transport Layer / Destination multicast..............ccooooiiiiii 23
10.2.2 Priority tagging/Virtual LAN ... 23
10.2.3 Session [dentifier (S1) .o 23
10.2.4 SESSION HEAUET . oeiiiii e 23
10.2.5 Session User Information... ... 24
10.2.6 SIMUIATION Lo 25
10.2.7 APPIlication IDentifier (APPID) .....uiiiiiie e 25
10.2.8 APDU LeNGtN .o 25
T0.3  GOOSE APDU .. e e e 25
10.3.1 GOOSE Control Block Reference (gOCbREf) ....c.vviiiiiiiiiiii 25
10.3.2 Time Allowed to Live (timeAllowedtoLive) .......coceeiiiiiiiiiiie e 26
10.3.3 Data Set Reference (datSet) ... 26
10.3.4 GOOSE IDentifier (GOID) ..vuieeieeiiieee e 27
10.3.5 GOOSE TIimestamp () .. eeu it 28
10.3.6 State Number (StNUM) ... 28
10.3.7 Sequence Number (SGNUM) ... e 29
10.3.8 Simulation (SIMUIAtIoN) ... 29
10.3.9 Configuration Revision (CONTREV).......ccuiiiiiiii e 29
10.3.10 Needs Commissioning (NASCOM) .. .c.uiiiiiiii e 30
10.3.11  Number of Data Set Members (numDatSetEntries) ............cocoeeiiiiiiiiinnnnne. 30
10.3.12 GOOSE Data (allData)......cceueeniiiiiiee e 30
TO.4 SV AP DU oo 31
10.4.1 Number of ASDUS (NOASDU) . ..einiii e 31
10.4.2 SECUILY (SECUNTY) .. ittt 32
10.4.3 SV IDEeNtfier (SVID) ... 32
10.4.4 Data Set Reference (datSet) ... 32
10.4.5 Sample Counter (SMPCNL) ..o 32
10.4.6 Configuration Revision (CONTREV).......ccuiiiiiiii e 33
10.4.7 Refresh time (refrTm) .o 33
10.4.8 Sample synchronization (SmMpSyNCh) ..o 33
10.4.9 Sample rate (SMPRALE) ..o 33
10.4.10 Sequence of data (SequenceOfData).........cciiiiiiiiiiiiii 34
10.4.11  Sampling mode (SMPMOA) . ..o 34
10.4.12 Synchronization source IDentifier (gmldentity)........cc.ocooiiiiii 34
10.4.13 Optional fields of SV MESSAQE .....cviiviiiiiiii e 34
10.5 GOOSE and SV messages replay protection..........coooooiiiiiiiiiii 35
11 Handling of GOOSE and SV messages validation.............ccooiiiiiiiiiii i, 35
11.1  GOOSE and SV messages validation modelling.........cc.ccoiiiiiiiiiiiiii s 35
11.2  GOCB SUDSCHPLION StAte ....ouiieiiii e 35
11.2.1 GoCB subscription state machine ... 35
11.2.2 Status of the GoCB subscription based on LGOS DO .........cooviiiiiiiiiiiiinennn. 38
11.3  SVCB sUbSCHPLioN StAte .....c.oiviiiiii e 39
11.3.1 SVCB subscription state machine ........ ..o 39
11.3.2 Status of the SVCB subscription based on LSVS DO .......cooviiiiiiiiiiiieeenn, 42
11.4  Loss of SVCB pPUDIISNEr ..o e 43
12 Data Model — Logical node preliminaries ..........cooooiiiiiiie e 44



IEC PAS 61850-90-28:2026 © IEC 2026

12.1  Logical node classes (LogicalNodes_90_28)..........ccooeuiiiiiiiiiiiiiiii e 44
12.1.1 GBNEIAL ..t 44
12.1.2 System logical nodes (LNGroupL_90_28) .......ccooeuiiiiiiiiiiiiiiieee e 45

12.2 Data object name semantics and enumerations ...........cocooiiiiiiiii 51
12.2.1 Data SEMaANtiCS ..o 51
12.2.2 Enumerated data attribute types ... 53

R I o D I I Y o = PP 57

S T B 1= o = - | PP 57

13.2  PIXIT entries required for GOOSE message validation...........c..ccoooiiiiiiiniinin, 57
13.2.1 PIXIT entry for checks on GOOSE data ..........cccooviiiiiiiiii e, 57
13.2.2 PIXIT entry for stNum acceptance in GoCB subscriber model........................ 57
13.2.3 PIXIT entry for sqNum acceptance in GoCB subscriber model ....................... 58
13.2.4 PIXIT entry for misconfigured GoCB subscription .............ccoooviiiiiiiiiiinineans 58
13.2.5 PIXIT entry for timeout on first GOOSE message..........ccooeviviiiiiiiiiiiiiiiicen, 58
13.2.6 PIXIT entry for Ed1 Test GOOSE message in GoCB subscriber model .......... 58
13.2.7 PIXIT entry for additional checked performed for GOOSE message

ValAtION .. 59

13.3 PIXIT entries required for SV message validation ..............coooiiiiiiins 59
13.3.1 PIXIT entry for misconfigured SVCB subscription ............ccoooviiiiiiiiiieenean, 59
13.3.2 PIXIT entry for timeout on first SV message ........ccoooiiiiiiiiiii, 59
13.3.3 PIXIT entry for additional checks performed for SV message validation ......... 59

Annex A (normative) Handling of Ed1 Test and Ed2 Simulation GOOSE parameters............ 60
Annex B (informative) Support of IEC 62351-6 in SCL ......ccooniiiiiiiiie e, 61
Annex C (informative) GOOSE and SV messages validation conformance statements.......... 62

C.1 LT =Y o= ¥ S 62

C.2 GOOSE message validation conformance statement.............c..ccooiiiiiiiiiiiinenn. 62

C.3 SV message validation conformance statement ... 63

Annex D (normative) Abstract test Cases ... 66

D.1 LT =Y o= ¥ S 66

D.2 GOCB SUDSCIIDEr 185t CASES ..uuiiiiiiiiiie e 66

D.3 SVCB subscriber test Cases ... 72

BB O G AP Y . e 77
Figure 1 — Concept of layers applying to process of GOOSE and SV messages.................... 16
Figure 2 — Statechart diagram GOOSE_90 28::GoCB subscription state machine ................ 36
Figure 3 — Statechart diagram SMV_90_28::SVCB subscription state machine ..................... 40
Figure 4 — Class diagram LogicalNodes_90_28::LogicalNodes_90_28...........cccocciviiiiiniennnen. 44
Figure 5 — Class diagram LNGroupL_90_28::LNGroupLExt_ 90 28 ..........cooiiiiiiiiiiiiiieieans 45
Figure 6 — Class diagram DOEnums_90 28::DOEnums_90 28.........c..ccoiiiiiiiiiiiiiiiiiieieen, 53
Table 1 — Tracking information of (Tr)IEC 61850-90-28:2024A namespace building-up............ 8
Table 2 — PUDIISNEA VEISION ... e 8
Table 3 — Attributes of (Tr)IEC 61850-90-28:2024A NAMESPACE ......cuivniinienaieieieeieeiaeiaaaennns 9
Table 4 — Recommended multicast MAC address for GOOSE and SV messages.................. 20
Table 5 — Reserved APPID for GOOSE and SV mMeSSages......ccvvuuiiiiiiiiiiiiieiieieee e 22
Table 6 — GOOSE conformance statement entry for expiration timer.......................co. 26



IEC PAS 61850-90-28:2026 © IEC 2026

Table 7 — DO SimSt of updated SubscriptionSupervisionLN ..., 35
Table 8 — Update of NdsSCom desCription ... 38
Table 9 — Subscription state interpretation from DO NdsCom, GoDiag and St....................... 39
Table 10 — Update of NASCom desCription .........couiiiiiiiiii e 42
Table 11 — Subscription state interpretation from DO NdsCom, SvDiag and St...................... 43
Table 12 — Data objects of SubscriptionSupervisionLNEXt ... ..., 46
Table 13 — Data objects Of LGOSEXE.....ciuiiiii e e 47
Table 14 — Data objects Of LSV SEXL ..o 49
Table 15 — Name and description of data objects defined in classes of

LogicalNodes 90 28 PaCKAgE ....oeuiiiiiiiii e 51
Table 16 — Literals of GoDiagKind ..........oouiiii e 54
Table 17 — Literals of SvDIagKind .......c.iiiiii e 56
Table 18 — PIXIT entry for checks on GOOSE data.........ccooviiiiiiiiiiiie e 57
Table 19 — PIXIT entry for stNum acceptance in GoCB subscriber model.............................. 57
Table 20 — PIXIT entry for sqNum acceptance in GoCB subscribe model .............................. 58
Table 21 — PIXIT entry for misconfigured GoCB subscription .............ccooiiiiiiiii, 58
Table 22 — PIXIT entry for timeout on first GOOSE Message ........ccccovvviiiiiiiiiiiiiiieeeeeeee 58
Table 23 — PIXIT entry for Ed1 Test GOOSE message in GoCB subscriber model................ 58
Table 24 — PIXIT entry for additional checked performed for GOOSE message

AVZ= 1 T = 1 {0 o EP PPN 59
Table 25 — PIXIT entry for misconfigured SVCB subscription ...........c.oooiiiiiiiiii, 59
Table 26 — PIXIT entry for timeout on first SV message ..........ccooviiiiiiiiii e, 59
Table 27 — PIXIT entry for additional checked performed for SV message validation............. 59
Table C.1 — GOOSE message validation conformance statement ................c.ccooiiiiiinn. 62
Table C.2 — SV message validation conformance statement .................coooiiiiiin, 64
Table D.1 — Update of GOOSE subscribe positive test cases ...........coooiiiiiiiii, 66
Table D.2 — Update of GoCB subscriber negative test cases...........covviiiiiiiiiii, 68
Table D.3 — Update required for SVCB subscriber positive test cases..........c.ccooveiviiiiinnnn. 72
Table D.4 — Update of SVCB subscriber negative test cases...........ccooviiiiiiiiiiiiine, 73



1)

2)

3)

4)

5)

6)

7)

8)

9)

IEC PAS 61850-90-28:2026 © IEC 2026

INTERNATIONAL ELECTROTECHNICAL COMMISSION

Communication networks and systems for power utility automation -
Part 90-28: Specification for subscriber IED
to validate GOOSE and SV messages

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
may be required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held responsible for identifying any or all such patent rights.

IEC 61850-90-28 has been prepared by TC 57: Power systems management and associated
information exchange. It is a Publicly Available Specification.

The text of this Publicly Available Specification is based on the following documents:

Draft Report on voting

57/2923/DPAS 57/2966/RVDPAS

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Publicly Available Specification is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

A list of all parts in the IEC 61850 series, published under the general titte Communication
networks and systems for power utility automation, can be found on the IEC website.

This document includes Code Components i.e. components that are intended to be directly
processed by a computer.

Such content is any text found between the markers <CODE BEGINS> and <CODE ENDS>, or
otherwise is clearly labelled in this document as a Code Component.

The purchase of this IEC document carries a copyright license for the purchaser to sell software
containing Code Components from this standard to end users either directly or via distributors,
subject to IEC software licensing conditions, which can be found at: http://www.iec.ch/CCv1.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

— reconfirmed,

— withdrawn, or

— revised.


https://www.iec.ch/members_experts/refdocs
https://www.iec.ch/publications
http://www.iec.ch/CCv1
https://webstore.iec.ch/?ref=menu
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INTRODUCTION

GOOSE and SV messages carry critical data as measurements, trip signals, blocking signals,
etc. which are exchanged between |IEDs. Those messages could cause a mis-operation if they
are processed when they should not be. Therefore, it becomes critical to make validation of
those messages more resilient to ensure that data forwarded to the application are the expected
ones.

Each vendor implements validation on different parameters of the GOOSE and SV messages.
Therefore validation has to be harmonized. In addition, this will make commissioning easier.

Issues caused by the engineering process or human error during operation is expected to be
detected by subscriber IED.

Efficient filtering of messages is expected to be implemented to achieve expected timing
performance.

IEDs must notify the user of any identified issues so they can be validated by testing.

The aim of this Publicly Available Specification is to provide new requirements related to
validation of GOOSE and SV messages for the IEC 61850 series:

— Part 6 for configuration description,

— Part 7-x for data model and abstract services,

— Part 8-1 and part 9-2 for specific communication service mappings,

— Part 10 for conformance testing

Once this document has been published, the affected parts of the core standards will be updated
with the results from this specification.

As it contains some description of the different parameters of the GOOSE and SV messages
and some recommendations, this document could be used as a guideline for implementation
too.

This document focuses on the validation and supervision of GOOSE and SV messages.
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1 Scope

1.1 General

This of the IEC 61850 series, which is a Publicly Available Specification, specifies the expected
behavior and associated documentation related to the validation of received GOOSE and SV
messages. It considers engineering rules and guidance to ensure that the communication
configuration process is well designed for this validation. Conformance statements related to
this validation are also considered.

This document considers subscribers claiming conformance to latest editions of the IEC 61850
series in combination with publishers claiming conformance to any previous version and
revision of the IEC 61850 series.

1.2 Published versions of the standard and related namespace names

Table 1 shows all tracking information of (Tr)IEC 61850-90-28:2024A namespace building-up.

Table 1 — Tracking information of (Tr)IEC 61850-90-28:2024A namespace building-up

Attribute Content

Namespace IEC specific information

Version of the UML model used for generating the document (informative) WG10build26

Date of the UML model used for generating the document (informative) 2026-08-05

Autogeneration software name and version(informative) j61850DocBuilder 02.06bbeta
based on jCleanCim beta9.4
(derived from jCleanCim 02-02)

Table 2 provides a reference between all published editions, amendments or corrigenda of this
document and the full name of the namespace.

Table 2 — Published version

Edition Publication date Webstore Namespace

Edition 1.0 2025-xx IEC PAS 61850-90-28:2025 (Tr)IEC 61850-90-28:2024

1.3 Identification of the namespace

The namespace associated with this document is an NSD (Namespace Definition) file as
defined in IEC 61850-7-7.

NOTE The NSD files are distributed as a Full (complete machine-readable file) Code Component and as a Light
(reduced machine-readable content version) Code Component.

Table 3 shows all attributes of (Tr)IEC 61850-90-28:2024A namespace.
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Table 3 — Attributes of (Tr)IEC 61850-90-28:2024A namespace

Attribute | Content
Namespace nameplate
Namespace ldentifier (Tr)IEC 61850-90-28
Version 2024
Revision A
Release 2
Full Namespace Name (Tr)IEC 61850-90-28:2024A
Full Code Component Name IEC_PAS_61850-90-28.NSD.2024A2.Full
Light Code Component Name IEC_PAS_61850-90-28.NSD.2024A2.Light
Namespace type transitional

Namespace dependencies

extends IEC 61850-7-4 version:2007 revision: B

Namespace transitional status

Future handling of namespace content The namespace (Tr)IEC 61850-90-28:2024A is considered as
"transitional" since the models are expected to be included in
further editions of IEC 61850. Extensions or modifications to the
model may occur when the model is merged into the International
Standard documents

1.4 Code Component distribution

Each Code Component is a ZIP package containing the electronic representation of the Code
Component itself, with a file describing the content of the package (IECManifest.xml).

The life cycle of a code component is not restricted to the life cycle of the related publication.
The publication life cycle goes through two stages, Version (corresponding to an edition) and
Revision (corresponding to an amendment). A third publication stage (Release) allows
publication of Code Component in case of urgent fixes of InterOp Tissues, thus without need to
publish an amendment.

Consequently new release(s) of the Code Component may be released, which supersede(s) the
previous release, and will be distributed through the IEC TC 57 web site at:
http://www.iec.ch/tc57/supportdocuments.

The latest version/release of the document will be found by selecting the file for the code
component with the highest value for VersionStatelnfo e.g.
IEC_PAS 61850-90-28.NSD.{VersionStatelnfo}.Light.{Light | Full}.zip.

For conformance testing, implementations should always use the latest downloadable Code
Components, as the Code Components may be subject to updates. See technical corrigenda
and XSD history files.

When the Code Components associated with this document have a full version and a light
version, the light version is freely accessible.

When the Code Components associated with this document have a full version only, the full
version is freely accessible.

The freely accessible Code Components are available on the IEC website for download at
https://www.iec.ch/tc57/supportdocuments, but the usage remains under the licensing
conditions.


http://www.iec.ch/tc57/supportdocuments
https://www.iec.ch/tc57/supportdocuments
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2 Normative references

The following documents, in whole or in part, are normative reference for this document and
required for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

IEC 61850-6, Communication networks and systems for power utility automation - Part 6:
Configuration description language for communication in electrical substations related to IEDs

IEC 61850-7-1:2011, Communication networks and systems for power utility automation -
Part 7-1: Basic communication structure - Principles and models
IEC 61850-7-1:2011/AMD1:2020

IEC 61850-7-2:2010, Communication networks and systems for power utility automation -
Part 7-2: Basic information and communication structure - Abstract communication service
interface (ACSI)

IEC 61850-7-2:2010/AMD1:2020

IEC 61850-7-3, Communication networks and systems for power utility automation - Part 7-3:
Basic communication structure - Common data classes

IEC 61850-7-4, Communication networks and systems for power utility automation - Part 7-4:
Basic communication structure - Compatible logical node classes and data object classes

IEC 61850-8-1:2011, Communication networks and systems for power utility automation -
Part 8-1: Specific communication service mapping (SCSM) - Mappings to MMS (ISO 9506-1
and ISO 9506-2) and to ISO/IEC 8802-3

IEC 61850-8-1:2011/AMD1:2020

IEC 61850-9-2, Communication networks and systems for power utility automation - Part 9-2:
Specific communication service mapping (SCSM) - Sampled values over ISO/IEC 8802-3

IEC 61850-10, Communication networks and systems for power utility automation - Part 10:
Conformance testing

IEC 62351-6:2020, Power systems management and associated information exchange - Data
and communications security - Part 6: Security for IEC 61850
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