INTERNATIONAL ISO/IEC
STANDARD 10021-5

Fourth edition
1999-12-15

Information technology — Message
Handling Systems (MHS): Message store:
Abstract service definition

Technologies de l'information — Systémes de messagerie (MHS): Mémoire
de messages: Définition du service abstrait

Reference number
ISO/IEC 10021-5:1999(E)

© ISO/IEC 1999



ISO/IEC 10021-5:1999(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but shall not
be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In downloading this
file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat accepts no liability in this
area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation parameters
were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In the unlikely event
that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 1999

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means, electronic
or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or ISO's member body
in the country of the requester.

ISO copyright office
Case postale 56 « CH-1211 Geneva 20
Tel. +41227490111
Fax + 4122749 09 47
E-mail copyright@iso.ch
Web www.iso.ch
Published by ISO in 2000

Printed in Switzerland

ii © ISO/IEC 1999 — All rights reserved



ISO/IEC 10021-5:1999(E)

CONTENTS
Page
SECTION 1 — GENERAL ......oooiiiiiiiii ettt ettt ettt ettt sttt st e eaeeeeaeeneesnne e 1
1 S COPIE ittt ettt e e e e ettt e e e e e e bbbttt e e e e e e e bbbttt eee e e e e hbt et e e e e e e aa bttt e eeeeeeaarbbtaeeens 1
2 NOTMALIVE TEIETEIICES ... .vveieeiiiee ettt e et ee e ettt e et ee e ettt eeeeeaeeeeaseeeesnsseeessnsseeesnnseeesansseeesansseesesseeesennseeenns 1
2.1 Reference Model reEIENCES. ......ccoeuiiieeeiiiee et ettt ee ettt et e e ettt e e e st e e e s sanaeeeetseeeesnnnneeeennns 2
2.2 PreSentation TEIETEIICES ... ..eieeuriieeeiiieeeeiiee e et eeeetteeeeitteeeeeteeesasteeesnnseeeasnseeeesnseeesannseeesansseeesnnsneaennns 2
2.3 Remote Operations FEIETEINCES ........cuviieeiiiieeeiiieeesitie e ettt e eeitte e et eeesnateeesesteeeensseeesannneessnsseeeesnnseeeennnns 2
I D 1 (<o (0] ) (S £ 4 0TS UUSSRPSSN 2
2.5  Message Handling refErCNCES .......ccuuvieeeiiieeeiiie ettt et e e et e e ettt e e s sena e e e enneeeeennneeeeennns 2
3 DIEEINITIONS. ...ttt et e et ee ettt et e ettt e e ettt e e e st eeeeeteee e nsseeeessseeeaansseeeensaeeeannsaeeennnseeeensneeeeansaeeeennneeeeannne 2
3.1 Common Definitions for MHS.........coooiiiiiiie ettt e et e e e e e et ee e nnaeeeenneas 2
3.2 Message Store DEfINItIONS .......cceiuiieeiiiiieieiiie et e ettt et e e et e e e staeeessebaeeessaeeessnsaeeesssnaeesansneeeennneees 3
4 F N o] o) (57 1 1o 1 RS USUURSRNt 6
5 L0703 117/ 114 0] SRS 6
5.1 Conventions fOr aDStrACt-SCIVICES. .....eeiiurrieerirereeriteeeeiteeeestteeesatteeesseeeeseseeesansaeesassseeesasseeesasseeesnnssees 6
5.2 Conventions for attribute-types used in Tables 2 and 3 of clause 11......cc.ccceoviiiiiiiiiiiniiiiiiiiceceees 7
5.3  Conventions for attribute-types used in Table 4 of clause 11.........cccevveiiiiiiiiiieiiie e 7
5.4 General fOnt CONMVENTIONS ........ueiireiiieeiiiieeetieeeetteeeeieteeeteeeeesaeeesssseeeeanseeesansseeesansseessnssaeesansseeesnnsees 7
5.5 Font conventions for ASN.1T definitionS .......ccuuveeieiireiriiieeiiiee ettt et eeeieee e e seaeeesereeeeeneeeseneeas 7
5.6 Rules for ASN.T defiNItiONS. ......ccccvviieiiiiieeiiieeereee e eee e et ee e et e e e eeeeneeeeessaeeesnneeesenssaeesannseeesnnneeas 8
5.7  Conventions for previous editions of this Service Definition ............cccccceeeerciiieiiiiiiniiee e, 8
5.8  ASN.1 Packed Encoding RULES..........ccccuiiiiiiiiiieiiiie ettt etee et e ettt e e et e e e e ntaeeesnnseeesnnneeeeenneas 8
5.9  Interpretation Of UTC TimeE VAIUES .....cccviieiriiieeiiiieeeeiieeeeiiieeeteee et eeesireeeseteeesennaeeesnsaeeennnnneeesnnneeas 8
SECTION 2 — MESSAGE STORE ABSTRACT-SERVICE DEFINITION...........cccceooiiiiiiieiie e 8
6 MeESSAZE StOrE MOACL......eeeiiiiieeiiiieeettee et ettt e ettt e e et e e e teeeeestaeeeansaeeesnsaeeeanssaeesanssaeeansseeeennsneeennnns 8
6.1  Message Store 0bjects and CONTIACES ........eevrvireeriiieeeeiiieeeteeeeeteeeesneeeeeereeeeennreeessnneeeesnsseeesenseeesnnnees 9
6.2 IMESSAZE STOTE POTLS.....eeiieiiieeeeeeiiiittteee et eeit ettt e e e e e sibbt ittt eeeesaababtteeeeesesaabebeeeeeessasnbbbteeeeesssannsbbeeeeeesenns 10
6.2.1  RELIIEVAL POTTS......eiiiiiiiiieiiiee ettt ee e ettt et e e ettt e e ettt e e e ateeeesnsseeeeensaeeesnsneeesansseeesnnsneeennnns 10
6.2.2 MS-SUDMISSION POITS ......eiiiiiiiieiiiiee ettt et e ettt e e ettt e e et e e e e eesensseeesennseeeenneeas 11
6.2.3 AdMINISrAtion POTES.......eieiiiiiieiiiiie et e e e et ee e ettt e s ettt e e s e eeeenneeesensaeeesnnseeeeennneeas 11
6.3 Information MOAEL...........oviiiiiiiiiiie et et e et e e et e e ettt e ettt e e et e e et aeeeenneeeenneees 11
6.3.1 ENEEY-CIASSES ..eeeeuieiieeeitie et ettt e ettt e e ettt e e e sttt e e ettt e e e naeeeeannbaee e nnseeeensaeeeenntaeeennnneeeennne 11
6.3.2 2 4130 PSR 12
6.3.3 F N 13 1ot 12
LT T T B N 3 0o L 7 oL S RSSUUPSRN 13
6.3.3.2  AIDULE-VAIUES ... eeieeeiiiee ettt et ee e ettt ettt e e et eeeeebeee e nnseeesnseeeeensaeeeennnneeeennneeeannns 13
6.3.3.3 The ATTRIBUTE information object Class ..........c.cceeveuiireiiiiieiiiiie ettt 13
6.3.4 Main-entries, parent-entries, and child-entries ...........cccvieriiiieiiiiie e 14
6.3.5 Content-SPecific ATITDULES ......ccuviieiiiieeeiiie et eeeetee e et ee e et ee e sttt e e et ee s nraeeesnneeessnnaeeesnsnaeeens 14
6.3.6 Ly 1 1 PSP P U PUUUPPPPPPPPRRRRIRE 15
6.3.7 Organization Of ENIY-ClASSES ........eeeiiiiieiiiiieeiiieeesiteeeetteeesiteeeeebtee e neeeessnseeesenneeeesnseeesensneeeans 15
6.3.7.1 The Stored-mesSage CNIY-CLASS .......ccccivireeriiiieeriiieeeeitieeerteeeeeteeeeeeteeeeseneeesssneeesnnsaeeessnneaennnns 16
6.3.7.2 The Message-10g ENIIY-ClaSS .......ccuuteeriiiieeeiiiieeeiiee et ee e ettt e e et e e ettt teesebeeesensaeeesnnreeessnnneeeennns 16
6.3.7.3 The Auto-action-10g ENIY-ClaSS .........ccccviieiriiiieeiiiieeeiieeeettteeetteeesreeeesebeeessnbaeesesseeesssnneeennnns 17
6.3.7.4 ENIIY-ClasS SUPPOIT ...cccuviiieeiiiiieeeiiieeeeitieeetteeeeiteeessnteeeesesteeeansseeesanssaeesnseeesasseesaansseaesnnnneesannns 17
6.3.8 LS8 0o ] 11 SR 17

© ISO/IEC 1999 — All rights reserved



ISO/IEC 10021-5:1999(E)

Page

6.3.9 IMALCRING-TULES .....eeiieeiiiie ettt ettt e ettt e e ettt e e sttt e e s eataeeesnseeeeensseeesensaeeesnssaeesnnnneas 18
6.3.9.1 Generic Matching RUIES...........ooiiiiiiiiiiie ettt e et e e s eenaeeeenees 18
6.3.9.2 Matching RUIE defiNItioN .........ceeeiiiieriiiieeiiiieeeiiee et ee et ee ettt e e ettt e e st e e s sebaeessnreeesennneeeennes 19
6.3.9.3 The MATCHING-RULE information object Class............ccouurerriireeniiieeeiiieeeeeeeeneeeeeieee e 19

0.4 MESSAZE STOUPINE ...eeeeuerrieeeirieeeenreeeeiaeeeeaeseeeaassseeesanseeesasnseeeaansseessassseesanssseesassseesssnsseessnssseessnsseeesnssees 19
0.5 AULO-ACHIONS. ...eeieeiiiieeeitiee ettt eetteeesaeeeessteeeeassseeeansteesassseeesnsaeeeansseeesansaeeeesseeeeanssneeeennaeeeannneeeennneas 20
6.5.1 The AUTO-ACTION information 0bjeCt Class ...........cceierreuiieeiiiieeeiiieeeriieeereeeeiee e e e 20
6.5.2 AULO-ACHION TEGISTIALION ...eeeiviiieiiiieeeeitieeeiiteeeeitteeestteeesneeeessnseeesessseeesassaeesssseeesansseeesnsseeessnsnnens 21
6.5.3 AULO-ACHION CITOTS. ...eeeuuvtereeitieeeeitteeestteeeaesteessssteeeassaeesansseeessseeesansseeesassaeessnsseeesansseessassseessnnnnes 21
6.5.4 AULO-ACHION EXECULION......eeiiuiiiieieiiiieeeiteeeestaeeeseteeeesstaeeesssaeeasnseeesassseeessssaeesasseeesansaeessnsseeessnnnnes 21

O I\ N < 3415 )4 PSS 22
7 MS-bind and MS-unbind OPEIationsS...........ccuuteereurieeeiiieeeetieeeieeeeeirteeesreeeesnreeessereeesssaeeesssseeesenseeeesnnns 22
7.1 MS-bind abStract-0PEIatiOn. .......ccccuviieiiirieeiirieeesitieeesstteeesateeesnraeessseeeesasseeesasseeesssseeesansseeesansseeesnseees 22
7.1.1 A N o831 B2 e 13013 PSR 22
7.1.2 LAY N 07831 B (1 SRS 24
7.1.3 A N 078316 BT 0 o) SR 26
7.2 MS-Unbind abStract-0PeIatiOn. ........ueeerueieeeiiieeeeitieeestteeeeiteeeesnteeeseseeesssreeesssseeesansseeesasseeesannneessnnnnes 27
8 F N o1 T o) 1S 15 10 USROS 27
8.1  Common data-types used in abStract-0PErations ............eeeeruireeriureeerriieeeriieeeeereeeesreeessenreeesnnreeesnnnaeesens 27
8.1.1 RANEE ...ttt e e e ettt e e e s e sttt e e e e e ettt e e e e e s enaanee 27
8.1.2 L PSS 28

N I B 2 1 1 SRS 28

LT I A O 1 1< 1<) ' AP URR 28
8.1.2.3  Attribute-ValUe-aSSCILION........eeeiiiireiriiieeeiiieeesiteeeeiteeeesteeeeeeeeeeseneeessnsseeessneeessnsseeesannseeesanneens 29
8.1.3 SEIECTOT ..ttt ettt e sttt et et e bt e et e bt e bt e e bt e st e e sabeesabeeeaae 29
8.1.4 Entry-information-SeleCtion ............ceeiruiieriiiieeieiieeeeiieeeetee e et ee e et e e st e e snbeeessnsaeeeenneeeennneeas 30
8.1.5 ENtry-InfOrmMation ....ccccvvieeiiiie et e ettt e ee e ettt e e ettt e e sttt e e e eatae e e s ntaeeeetbeeeeantaeeeenneaeeennneeas 31
8.1.6 M S-SUDMISSION=0PLIONS ....eeveviereiiiieeeiiteeeestteeeseteeeessaeeesssaeesssseesasseeesassseeesassseesansseeesasseessnsnees 31
8.1.7 ComMMON-SUDMISSION-TESUILS ... vvieeiiiiieeeiiiee ettt eeeteeeeeteeeeseteeeenteeeesneeeeenseeesanneeeessseeesnnsneenans 33
8.2 Retrieval Port abStract-0PErations ............cecviieeriiiieeiiiieeesiieeeeeteeeesteeeesnteeesereeessnbaeesssseeesansneeeesnnseeenns 33
8.2.1 SUMMATiZE abSrACt-OPEIALION ... .eeiiiiieeiiiieeeriieeeeiiteeesiteeeeteeeesneeeeseseeeeanseeeannseeeeannseeesnnnneeennnns 34
8.2.1.1 SUMMALIZE-ATGUIMICNL . .....ccuvveeeeiireeeeitieeeseeeeeeeeeeessesteesasseeesassaeesssseeeassseeesansseeesassseessssnseeesnnsees 34
8.2.1.2  SUMMATIZE-TESUIL......cciiiieiiiiiee ittt ettt et e e ettt e ettt e e et e e e e tbeeeeentaeeesssaeesensseeesnnsaeesnnseeesnnneens 34
8.2.1.3 SUMMALIZE ADSIACI-CITOLS .. .eeeeiiiieeeiitieeeetteeeeitteeesteeeeetteeeeseteeesseseeessnsaeeeesseeesansaeesassseeesnnneens 35
8.2.2 | Yo 1 i T ot 013 2 i () 3 S 35
LI N B £ V4 1111 1<) 1 USRS 35
I A B 1 <] 1 PRSP 36
8.2.2.3 LISt @DStIACE-CITOIS . ..c.utiieeiirieeeiiieeeeitteeeeeteeeestaeesesreeeeassaeeesnsaeesansseeeeansaeeeansseesannseesansseeesannnens 36
8.2.3 Fetch abstract-OPEIration..........uiiiiiiieeiiiiee ettt e ettt e et eeeetteeeesaeeeesneeesennaeeesnnneeesensseeesansneeeennneees 36
8.2.3.1 FetCh-arGUIMENL......ccoeiiiiieiiie ettt ee et e et ee e ettt e e e et eeeeneeeeensseeesnnneeeeensseeeeennseeesnnneeas 36
8.2.3.2 FtCRATESULL ...eeiiiiiieeeiiie ettt ettt e ettt e e ettt e e e atate e e st eeeensseeesnnneeeennsaeeeannneeeennnneas 37
8.2.3.3 FetCh @bSIIACI-CITOIS .....eeeeiiiieeeiiieeeetie e et ee e et te e ettt e e et e e e e eeeeeeenaeeeensseeesnnneeeeansseeesannseeesnnnneas 37
8.2.4 Delete abStract-0PEration ..........ccccveieerierieeeriieeeeitieeestteeeeeteeessneeeessseeessssaeessnsseeesasseeesssseeessnssees 37
8.2.4.1 DeICtC-arGUIMENL ......ecuevireeiiiieeeiiieeeeitteeesteeeeeitaeessseeeesssaeeeansseeesnsaeesensseeeaansseeeasseeesansseeesnsseees 38
I A B Y [ 1 (o) L PSR SS 38
IR B T B Y 1L Y o1 0 2T o o) PSR SS 38
8.2.5 Register-MS abStract-0Peration ..........ccuuieeeiurieeeriiieeeiiieeeeieteeeesteeeeeireeessenaeeesnnseeesasseeesannneessnsseens 38
8.2.5.1 Re@IStEr-MS-arGUIMENL. . ......uvieeiiiieeeriiieeetiee et te e et eeeetteeesetaeeeseaeeessssaeeesnseeeesnsseeessnnseeesnnneeas 39
8.2.5.2 Re@ISTEI-IMS-TESUIL.......oeiiiiiiieiiiiie ettt ettt e e ettt e e e st a e e e e tteeeesnsaeeeennsaeeeeennseeesnnneeas 43
8.2.5.3 ReIStEr-IMS aDSIrACI-CITOIS ....eueviieeiiiieeeiieeeeiiie e et eeeeatee ettt eeseaeeessataeeesnneeesensseeesnnnseeesnnnneas 43
8.2.6 F N e A1 o1 1o o) 1S3 13 L0 AR 43
I T BN [ Y 4D ' U LRSS 44
I I A N [ 2 U 1 SR SR 44
I T AN o) B 1015 i Lo T o o) PSS 44
8.2.7 MoOdify aDStraCt-OPEIAtION .......cceiiriieeeiiiieeeitiee et eeeesiteeeeteteeestaeeeesateeseneeeesannreeeasseeeeannseeeennneeas 44
8.2.7.1 MOAIfY-arGUIMECNL. ......uiiieeiiiieeeiiieeeeieteeeeteeeeeeteeessnteee e sreeeensaeesannseeeassseeeanseeeannsseeesnsseeesnnneens 44
8.2.7.2 MOGIEY-TESUIL ... .eiieeiiiieeeiiee ettt e ettt e et te e et e e e ettt ee e aeaeeessseeeeensseeesnnnseeeensseeeeansseeesnnneeas 46
8.2.7.3 MOIfY ADSIIACE-CITOIS .....vvveeiiiireeeiieeeeeteeeesetteeestteeesseteeeseeseeessssseeessnsaeessnsseeesansseeesnnnseeesannnens 46

iv © ISO/IEC 1999 — All rights reserved



ISO/IEC 10021-5:1999(E)

Page
8.3 MS-submission Port abStract-OPEIrations ............cceeeirrrreeriiiieeriiieeeseieeesreeeessreeeesnreeesssnreesssseeesnnnneeenns 46
8.3.1 MS-message-submission abStraCt-OPEIation .............cccuueeerrureeersurreeennreeessreeessnreeessreeesasreessnsneees 46
8.3.1.1 MS-message-submiSSiON-arGUIMENE ........ccccuvireerireeeririeeerereeeesiteeeesneeeessseeeeenseeesnsseeessnnseeesssnees 47
8.3.1.2 MS-message-SubMiSSION-TESUIL........ccuiiiiiiiiiieeiieeeeitie et ee et ee e et ee e et ee e eeeennaeeesnnreeesnnneeas 47
8.3.1.3 MS-message-submission ADSIIACI-CITOIS. ........ccvureerririeeerereeeertieeesnreeeensreeeeeneeeessnnreessnseeesnnneens 47
8.3.2 MS-probe-submission abStract-OPEratiOn............ccuureereurererrrreeersireeessereessnreeesssneeessnreeessseeessseeess 48
8.3.2.1 MS-probe-submiSSION-arGUIMEIE ..........eeeererireeiiieeeriteeeeteeeeeereeeesnreeessseeessneeeesnsseeesasseeessnsees 48
8.3.2.2 MS-probe-submiSSION-TESUIL ..........ccciiiieriiiiteeiieeeritteeeteee e et eeeeteeeeetteeessneeeeenneeessanseeesnnneeas 48
8.3.2.3 MS-probe-submission ADSIIACI-CITOIS .........ueteerrreeeririeeerireeeesiteeeesnteeeesreeeeenreeesssseeessnseeesssneens 48
8.3.3 MS-cancel-deferred-delivery abstract-Operation ...............eecveeeerrreeerriuieeeeiieeeieeeeenreeeeereeeeenneess 48
8.3.4 MS-submission-control abStraCt-OPEIation .............eeerruvererrireeeriieeessireeessreeessnreessnreeesnnneeessnneess 49
9 AADSETACT-CITOTS. ..ttt ettt ettt ettt ettt ettt et e ettt e b et e b bt e sat e sab et e bt e e bt e e sabeesab e e e bt e enbteesabeesabeeeabaeenaaeesaneens 49
0.1 EXTOT PIECEACTICE ....eveeeueiiieeeiiieeeeitte e et ee e et tee ettt e e e bt eeeenaaeeeeansaeeesnsseeesannseeesansseeesnsseesensseeesansneeeenneens 49
0.2 AIIDULC-CTTON ..ttt ettt ettt ettt e b e s et e ettt ettt e bt e sbt e e s et e e et e e eabeeeabeeenbteenbbeesaneens 49
0.3 AULO-ACHON-TEQUEST-CITOL ......vviieeeitieeeiereeeaeeeeesseseeeaasseeeanseeesansseesssseeesansseeessssseesssseeesanssneessnsseeesnnssees 50
0.4 DLEIE-CTTOT ....eeuiieaete ettt et ettt ettt ettt e sh e e et e et et e bt e bt e bt e e et e e et e e et et eab e e et et e bt e e nabeesanee s 50
0.5 FetCh-TEStIICTION-CITOT. ... eeuteeiiiieiie ettt ettt ettt ettt e sttt e st e ettt e bt esbb e e sabeeebteenaneesanee s 51
0.6 INVAlid-PAramELEIS=CITOT ... ... vviieeeiiieeeieieeetteeeeiteeeesteeeeestreeesansaeeessseeesansseeesssaeesansseeessssaeesannseeesnnseens 51
0.7 RAINEE-CITOI .....etiiteeeeieiiiititee e e e e ettt ee e e e e ettt e e e e e ettt et eeeessaaeabateeeeesesanbbbaeeeeeseassbbbteeeeessannnssbeeeeeesannns 52
LR I <o 111 T4 1) SRR 52
9.8.1 Security-error for Register-MS abstract-0peration .............cceccuveeerrvieeeniuiereerrieeescieeeeeireeessnneeeennne 52
9.8.2 Security-error for Delete, Fetch, List, Modify and Summarize abstract-operations ......................... 52
9.8.3 Security-error for MS-probe-submission and MS-message-submission abstract-operations ............ 52
0.9 SCQUENCE-NUIMDET=CITOL .....ccuuvtieeeerieeeieeeeeaiseeeessseeeaseseeesassseeesassaeeessseeesansseeessssseesassseeessnsseessansseeesnssees 53
010 SEIVICE-CITOT ...euuteiiiieeiite ettt ettt e ettt e st e et ee ettt e ettt e sbteesateesabe e ettt ettt e sbeeesubeesabeesab et ebe e e sabeesabeeebaeenbeeenaneens 53
0,11 MESSAZEZIOUP-CITOL .....vvteteeeereuirritteeeeesaattttteteesssaausbbteeeeeessaaataaeeeeeessaasbeaeeeessssanstateeeeessssnnnnsreeeeeessannas 53
0.12  MIS-EXEEISION-CITOL ...euuteiruiieeuiteetteentteenitee et e ettt ettt e sttt e sabeesabe e ettt ettt e sbbeesbbeeeabeeeabeeebeeesabeeenbaeenbeeenaneens 54
L B T T 15 £ 1Y N T3 ) PSR 54
9.14  Old-credentials-incoOrrectly-SPeCified ..........cccuiiriiiiiieieiiee ettt e et e e e e e nreeeeeneeas 55
9.15 New-credentials-unacCePable ..........ccccuiiiieiiiieieiiee e eeeee et ee e et ee e et e e e e teeeeesenaeeesnreeesennneeesnneeas 55
L LT (o Ta N 2T ) SRS 55
L A 2 1 11 ol T g o SR 55
SECTION 3 —- GENERAL-ATTRIBUTE-TYPES, MATCHING-RULES AND
AUTO-ACTION-TYPES......coiioiiie ettt ettt ettt ettt ettt et eeean 56
10 OVETVIBW.....c ittt ettt ettt ettt ettt ettt et e bt e eat e e s ettt e bt e e bt e e sbt e e sa bt e eab et eabt e e bt e e sabee sttt embeeenbteesaneesabeeenne 56
11 L€ L 1S 2 BN o0 1SS 56
11.1  General-attribUtE-tYPES OVEIVIEW .....coruveiiuiiiiiitiiieeite et enite e sttt e st e et e et e et e ettt e sttt e sateesabeesbeeenaeeesaneens 56
11.1.1  MS support requirements for general-attribute-tyPes .........cccovveeeriiirerriiireeriiee e e e e e ereeee e 59
11.1.2  MS-user support requirements for general-attribute-tyPes........cceveuvereeriiireriiiiieeeiiiee e e erieee e 59
11.2 Description of the general-attribUte-tYPeS........uveeeriviieeiiiiee it et eertee e et e e eaee e st e e e e e s enaeeesneneeas 59
11.2.1  AC-COrrelated-T@POrT-liSt.......cuuiieeiiieeiiiieeeeitee e et eeee e te e ettt e e e et eeeseneeesensseeesenseeeesssaaeesnnnneeennnns 59
11.2.2  AC-TePOIt-SUDJECI-CNIIY ....eieeiiiiireeiiieeeeitieeeeiteeeetteeeetteeeesseeeesaseeeessseeessnsseeesanseeesansseeeesansseeennns 60
11.2.3  AC-TEPOTE-SUITIMATY . ...eeetiiiiiiiiitteeeeeeiiiitteeeeeeeariitteeeeeeeeaaattatteeeesesaaatttaeeeesaaanntttaeeeesessasrreeeeesssnnas 60
11.2.4  AC-uncorrelated-rePOrt-liSt..........ccccuiieiriiieeeiiieeesiieeeerieee et ee e et ee e et e e snsaeesenreeesesaeeeennneeeeennns 61
L1.2.5  AUEO-ACHION-CITOT ....utieuiieeiiieeeite ettt ettt et ettt ettt ettt e bt e sab e sabe e s bt e e bt e e ettt e sebeesabeesbteesaneesaneeenne 61
11.2.6  Auto-action-registration-1dentifier...........ccceerreiriieiiiiieerieeeeite et ee et eeeereeeserr e e e sereeesesnneeeeennes 62
11.2.7  AUt0-aCtION-SUDJECE-CNIY ..eeeuiiiieeiiiieeeiiieeeeiieeeesitteeeetteeeeiseeeesseeeesssneeeesnseeessnsseeesnsseeeesnnseeesannns 62
L1.2.8  AUL0-ACTION-EYPC.ccceriiieiiiieeeeiiieeeeiteeeeetteeeitteeesnsteesaseeesassseeesnsaeesansseeesnnsaeesansseeesnnnsseeesnnsneesnnnns 62
11.2.9  Certificate-SEIECTOTS ...ceouutiiiiiiitieriie ettt ettt ettt e sbt e st e st e s bt e e sabeesabeeenne 62
11.2.10  Child-SEqUENCE-IUMDETS. .. ... viieeeiiieeeriiieeeiiteeeeiteeeeeteeeestreeesseseeeessaeeesansseeessnseeesssseeessnnsseesnnnns 62
L1211 COMENL....eiiiiiiiiieiiitee ettt et ettt e ettt e e ettt e e ettt e e eataeeeesaaneeeeeaseeeesenaeeesanneeeenanne 62
11.2.12 Content-confidentiality-algorithm-identifier..........cccccoriiiniiiniiiniiiceeeeeee 63
11.2.13  CONENE-COITEIATOT. ¢ ...eeuteiiiieeite ettt ettt ettt ettt ettt ettt et e sab et ettt ettt e sbbeesabeesabeenbteesateesaneeeane 63
11.2.14  COntent-TAENTITIET ..c...eiiiiiiiiiiiit ettt ettt sttt e sbe e st e st e e e bt e e saneesabeeeane 63
11.2.15  Content-interity-ChECK ........cceiiiiiiiiiiiiiie ettt et e e e e st e e e s treeeeennseeeeennns 63
L11.2.16  Content-IeN@h......cuviiiiiiiieeeiie ettt e et e e ettt e e sae e e e e eeeenseeeeensseeeensaeeeennneeeeennne 63

© ISO/IEC 1999 — All rights reserved v



ISO/IEC 10021-5:1999(E)

Vi

11.2.17
11.2.18
11.2.19
11.2.20
11.2.21
11.2.22
11.2.23
11.2.24
11.2.25
11.2.26
11.2.27
11.2.28
11.2.29
11.2.30
11.2.31
11.2.32
11.2.33
11.2.34
11.2.35
11.2.36
11.2.37
11.2.38
11.2.39
11.2.40
11.2.41
11.2.42
11.2.43
11.2.44
11.2.45
11.2.46
11.2.47
11.2.48
11.2.49
11.2.50
11.2.51
11.2.52
11.2.53
11.2.54
11.2.55
11.2.56
11.2.57
11.2.58
11.2.59
11.2.60
11.2.61
11.2.62
11.2.63
11.2.64
11.2.65
11.2.66
11.2.67
11.2.68
11.2.69
11.2.70
11.2.71
11.2.72
11.2.73
11.2.74
11.2.75
11.2.76

Page
CONENE-TEIUIME. ...ttt ettt ettt sttt et e bt e sabe e st e ebeeenbaeenaaee s 64
(01011115 112 3 o1 PP URPPPPPPPPRUUPPRE 64
Conversion-with-10SS-prohibited .............ccciiieiiiiiiiiee e re e e e eeneeeea 64
CONVETEEA-EITS ...ttt ettt ettt e st ettt ettt et e et enbeeesanee s 64
CrEALION-TIITIC. ...ttt eitee ittt et et ettt ettt e e et e bt e sat e e sab e e sab e e eab et e bt e e sbbeesabeeeabaeenbneenaneens 64
Deferred-delivery-cancellation-time. ...........ccuvieeriiiieiiieeeeiieeeeiee et e e et e e e eerae e e s nreeeeeneneeas 64
Deferred-AelIVEIY-tME .....ccccviiieiiiiie et eeee ettt e e et e e ettt e e et e e s ssaeeesnneeesensaeeesannseeesnnneees 65
DEIEtION-TITIC. «...eeeeieeietee ettt ettt sttt e bt e bt e bt e st et e et e s n 65
DElIVETEA-EITS ..ttt et ettt ettt e bt e sbb e st e e bt e e naneesanee s 65
L 1o S i PSS 65
DL X EMPLEA-TECIPICNLS. ...ee.evvereeiiieeeeiteeeertaeeesiteeeesstteessssaeesssseeesansseeessssseessnsseeesansseeesansseessnsnnes 65
I D) o 4o TN 1S3 o)1 1§ 1) 2RSS 66
DL-expansion-pronibited............ccuiieiiiireriiiee e esitee et ee e ettt et e e e e e st e e e netae e e e aeeenneeas 66
BT Y-TYPC ettt ettt ettt e e e s e ettt e e e e e e ettt e e e e e e e bbb teeeeeesenarnnee 66
Internal-trace-INformation .........oouiiiuiiiiiiiiieee et 66
B Sy T 1o A3y 1101 PSS 66
| oo 1 e a4 <Y« PSS 66
Marked-for-AeLETION. .....ccoutiiiieiriiertt ettt ettt sttt et 67
MesSage-AelIVEIY-CNIVEIOPE . .. .eiiiiiiieeiiiieeeiiiee e ettt e e ritee e et eeeesteeeeesaeee s ssaeeesnsseeessnsseeesnnnseeeennneees 67
MeESSAZE-ACIIVETY-LITIC. ....eeeiiiiieeeiiie e et e e ettt e ettt e e eiteeeeeeaeeeensaeeeessseeesesnaeeesnseeessnsseeesannseeesnnnnees 67
IMESSAZE-ZIOUP-TIAINIC  .....eeetteeeeeeeiiitttteeeeeeaaatttteeeeesesaaaettteeeesessanaetsaeeeesesanastaaeeesssssansssaeeeessnnnnnnnee 67
A (S0 R U (53114 1 (< PSS 67
IMLESSAZE-TIOLES ....eveeeeeeeeiiiiittteee e e ettt e e e e ettt et e e e e seaatbeeeeeeeseaaabbbbeeeeessenanbabeeeeeessennsbbaeeeeessannrnnee 68
Message-origin-authentication-Check ............ooeeiiiiiiiiiiiiie e 68
MesSaZE-SECUTIEY-1ADCL .....ceiuiiiiiiiiiie ettt ee e e et e e et e et e e st eeeensaeeesennreeeennneeas 68
Message-SUDMISSION-CNVEIOPE .......vveeiirireeiiiieeeeiieeeeitteeeetteeeesitaeeeesnteeesenseeessnsaeessnssaeesasseesnsnnens 68
MeESSAZE-SUDMISSION-TIINIC ... .eeieieiieeeeiiieeeetieeeeiiteeeseaeeeseeaeesansseeessnaeesassseeesnnsseesansseeesannseeesnnnnens 68
A (S R (0] (<) 1 H PSS 68
LA ) F e 1T PSSR 69
MIS-SUDIMISSIONETTOT ....eenteeiieeaiiee ettt ettt ettt ettt ettt ettt e sabeesab e e e abe e et e e sbbeesbbeesateesbteenaneesaneens 69
Multiple-0riginator-CertifiCates ..........ceruereeriiieeeiieteeriie e e etee e et e e et eeeenreeeseneeessnraeeesnnnreeesnnneeas 69
OFIGINALI-EITS ..iiieeiiie ettt et e ettt e e ettt e e et e e e e taeeeesneaeeeensaeeeanssaeeeanseeeennnneesensneeenns 69
Originally-intended-reCipient=-Name................cerureeerrrererrireeeeiieeeestreeesesreeesssseeessnreeesnsreeessnsseeeens 69
Originatin@-MT A-CErtifICALE ........eieeiiiiieeiiiie et ettt e e et e et e e e st e e e s ebaeesennreeesnnseeeennnaeeans 70
OFIZINALOT-CETTITICALE ....viiiiiiieeiiiieeeeiieeeeite e et ee e et e e et teeetteeeesaneeeeensseeesansseaesnnseeessnsaeesannneeenns 70
OFIZINATOT=IIAITIC ..ot eevveeeeiiteeeeiteeeeeeaeeessetaeeesesaeesansseeesnsseesasseeesansseeessnsseessnssaeessnsseesnnsneessnsseeenns 70
L0 Tea i 1) £ o0 A 6 L[] AR 70
OrigiNator-TetUIM-AAAIESS ... .eeeiirireeiiiieeeiieeestte e et eeeeettee e eaeeeesteeeesseeeeansaeesansseeesnnsneeeenseeenns 70
Other-TECIPICNT-NAMIES ....euviiieesiiieeeiiieeeeiiteeestteeeetteeestrteessssaeeesansteeessseeesassaeesssseeesasnsneesennseeenns 70
Parent-SEqUENCE-NUMDET .........eiiiiiiiieeiiiieeeitee e ettt e e eitee e et eeetteeeeenteeeesnsaeeeensaeesansseeesnnseeeennneeas 71
Per-mesSage-INAICALOrS ......ccviiieiiiee e et e et e e et e et ee e et e e e et eeeenneeesensaeeesnseeesensseeeeannseeesnnneees 71
Per-recipient-message-submission-fIeldS...........cocvuiieiriiiiiiiiiieeiee e 71
Per-recipient-probe-submission-fIeldS .........cc.eieiriuiiieiiiiieeiee e e 71
Per-recipient-report-delivery-flelds ..........coociiiiiiiiiee e e 71
o0 1001 2 PSSR 71
Probe-origin-authentication-CheCK.............oiriiieiriiiieciie e s ee e e 72
Probe-submisSion-ENVEIOPE ........cuuiieiiiiieeiiiie et e ettt e e e e e et e et e e e eraeeennneeas 72
ProOf-0f-AelIVETrY-TEQUEST ... .eiiiiiiiee ettt ettt e ettt e e e e e et e e e e tbeeessntaeeeenntaeeennseeeennneees 72
Proof-0f=SUDIMISSION .....eiiiiiiiiiiiiie ettt et e st et et esanee e 72
TN o) (S 1 o1 1 2 1 £ PSS 72
RECIPICTIENIAIMES .....eeeeiiiieeeeiiee e ettt e e ettt e ettt e e ettt e e eeteeesestaeeeantaeeeansaeesansseeeannsaeeeansneesannseeesnnnnens 72
Recipient-reassignment-prohibited.............ccviieiriiiieiiiiie ettt ee e e 73
RedITECtION-NISTOTY ..eeeiiiiieeiiiie ettt ettt et e e ettt e e ettt e e e tta e e e snbeeeesnsbeeesansaeeeeseeesannsaeesnnneees 73
RepOrt-deliVery-ENVEIOPE. ... .eviiiiiiie et e ettt ettt e e ete e et e e et e e e s eteeeeentaeeeentneaennseeeennneeas 73
RePOItiNG-DL-NaAIME. ... ..eiiiiiiiieiiiee ettt ettt e et e e et eeesttaeeesnsaeeesnsaeeessnsaeesanssaeeansseessnnneens 73
RepOrting-MTA-CEItifiCALe ......ceeiiiieeiiiie et e e etee e ette e et e e et e e st e e enbeeessnsaeeesnnnreeeennneeas 73
Report-origin-authentication-Check .............cciiiiriiiiiiiiiie e 73
RETIEVAI-SEALUS ...ttt ettt sttt e bt e bt e sab e st e e bt e enaaeesanee s 74
SECUITEY-ClaSSTIICAION. .....itiieiiiiieeeiieee et e et e et e ettt e e ettt e e et eeesnnaeeessnsaeeeensseeesnsaeesennnneeennnns 74
SEQUEINCE-TIUIMDET ......eiieiiiieeeiiie e ettt e e ettt e et ee e e aeee e seteee e seaeeesnnsaeesnsseeeansaeesannseeeaansaeesnnnneeennnns 74

© ISO/IEC 1999 — All rights reserved



ISO/IEC 10021-5:1999(E)

Page

11.2.77  Signature-verification-StaAtUS ..........ccceeerrrieeeriiiieesrireeeeiteeeesnteeesseeeeessnreeessnsneeesnseeesnnsaeeesnnseeesanns 74
11.2.78  StOrQ@E-POIiOq ...ceeueiieeeiiiieeeitiee ettt e et ee e ettt e e et ee e ettt eeeeasaeeessssaeeesnsseeesansseeessnseeessnnssaeesnnseeesannns 75
L1.2.79  SHOTQ@E-TINC ... eeeeiiiieeeiiiieeeetieeeetteeeseteeeeeteeeesanseeeeeseeesansseeesanseeesansseeesansseesannseeesannsseeesnnsseesnnnns 75
11.2.80 Subject-submission-TAENTITIET.........c.uiieiriiieeiiiieeeeiiee ettt e et e e et eeestteeesseeeeenreeessnnneeesnnneeeeennns 76
11.2.81  ThiS-TECIPICNT-MAME. ......eveieeiiiiieeeiiteeeeiteeeeetteeeseteeeseneeeessreeessnsseeesssseeesssseeesansseesanssseessnnsseesannns 76
11.2.82  Trace-INfOrMatiON ......ccccueiiiiiiiiteriie ettt ettt ettt ettt e bt e sate e st e eabeeenbteesateesabeesabeeeane 76
11.3 The Attribute-table information ObBJECE SEL...........cccuiieiriiiieeiiiieeeeieeeerieeeerteeeeteeeeseeeeeenreeesenaeeesenneeas 76
11.4 Generation of the general-attriDULES ...........cccuieeeriiieeeiieeeieee et ee et e et e e bee e s sereeesenteeeeeenaeeesnneeas 76
11.5  Attribute-types SUDSCIIPLION ... ..eeiiiiiieiiiiie et e ettt e eetteeesttee e et tee e neeeesanaeeessnnaeessnsseeesnnnseeesannseeesnnneeas 76
11.6 General-attribute-types subject t0 MOAIfICAtION ........eeeeiviieieiiieeciie e e e e 81
12 General MAtChING-TULES .........cceiiiiiiieiiieeecieee e ee e ee et e e ettt e e et e e s sabteeeetaeeesnsaeeeensseeesensneeeannseeesnnneeas 81
0 B N U < 1 - O PSR 81
12,2 String MatChiNG-TULES .......cceiiiiiieiiiieee et et e e ettt e et e e st e e s nteeessnsaeeesennseeesennseeesnneeas 81
12.2.1  MS-SHNE-MALCH. ... .eiiiiiiiiieeiee ettt e e et e e ettt e e sttt esensaeeesnseeeesnssneeesnnneeeeennns 82
12.2.2  MS-String-0rderin@-MatCh..........ccccciiiiiiiiiie et e eeieeeeeiee e et e e e see e e steeeesnreeeessaeeesssaeeennseeeeennns 82
12.2.3  MS-SUDSLIINGS-MALCH .......eiiieiiiie ettt et e e et e e e et e e s sntaeeeenteeeeensbeeeesnnsneeeannns 82
12.2.4  MS-Single-subStriNg-MAatCh .........ccccuviieiiiieeeiiiieeeeiiee et ee e ettt e e et e e eseneeeeenseeessnseeeessseeessnnseeeeannes 83
12.2.5  MS-string-case-sensitive-MatCh ............cccuiiiiiiiiiiiiiie ettt eeeneee 83
12.2.6  MS-String-liSt-MatCh......cueiiiiiiie et e et e e et e e st e e e nte e e et aeeeenneeeeennns 83
12.2.7  MS-string-list-elementS-mMatChi.............coccuiiiiriiiiiie e 83
12.2.8  MS-single-substring-IiSt-MatCh ...........cccuiriiriiiieeeiiiee ettt e et e et e e s e e e e e e nneeeeenees 83
12.2.9  MS-single-substring-list-elements-mMatCh ..............ccceeeiiiiiiiriiie e 84
12.3  Syntax-based MatChING-TUIES ........c..eeeiiiiiiiiiiie ettt et ee e et e e st e e s stree e stbeeesentaeeesenaeeesnneeas 84
12.4 Matching-rules for complex Message Store attribULes.........ccveveerviireriiieeeiiiee e et eeeireeeeree e 84
12.4.1  OR-AAAIresS-MATCH .....eoiuiiiiiiiiiiii ettt ettt et et ebt e et e st esateesabee e 84
12.4.2  OR-address-elements-match ...........coocueiiiiiiiiiiiiii e 85
12.4.3  OR-address-substring-elements-match ..............coocuviiiriiiiiieiiiie e 85
12.4.4  OR-NAME-NALCKH ..ottt ettt ettt et e seb e s e e beesateesebeeeane 86
12.4.5  OR-name-elements-MatCh...........oouiiiiiiiiiiiiie ettt et e 86
12.4.6  OR-name-substring-elements-matCh .............ccceeiiiiiiiiiiiieeiie e e eeee e e neee e 86
12.4.7  OR-name-single-element-mMatCh.............cccoeeiiiiiiiiiiie et ee ettt e e e e e e enneeeeenees 86
12.4.8  Redirection-or-DL-exXpansion-matChi..............ccceeiiiiiiiiiiiie et e e sae e e e 87
12.4.9  Redirection-or-DL-expansion-elementS-matCh .............ccceeereiiieiiiiiieeiiiie e 87
12.4.10 Redirection-or-DL-expansion-substring-elements-match ..............ccceeerriiiierriiieeniiiee e 87
12.4.11 Redirection-or-DL-expansion-single-element-match ...........ccocceoviiiiiiiiiiniiniiicccceee, 87
12.4.12  Redirection-reason-TMatCh ...........coueirtiiriiiiiie ettt st st e st e et e sareesneeeane 87
12.4.13  MTS-1dentifler-Match ........c.oooiiiiiiiiii ettt 88
12.4.14  Content-correlator-MatChi.............coouiiiiiiiiiiiiit et e e e e e e ee e e enaeeeesnnaeeeennns 88
12.4.15  Content-identifier-matCh..........c.cooiuiiiiiiiiiiii ettt 88
12.5 MatChing-TULC SUPPOIL ....eeeeeiiiieeeieieeeiit e eette e et te e ettt e e e eteessateeeeetaeeesssnseeesnsaeessnsseeesansseeesannseeesnnseens 88
12.6 The Matching-rule-table information ObJECt SEt...........ccuiieiiiireeiiiieeeiiieeeriee et e e e eeeee e e e s 88
13 GENETAL-AULO-ACHIONS ...ttt ettt ettt ettt ettt ettt ettt esb e sabeesabe e eat e e e beeebbe e ebeeenbaeesaneesabeeenne 89
I301 ATEO-ALETT. ettt et e ettt ettt e b e e a e s et e ettt sab e sab et e ba e e bt e sanee s 90
L N b1 14 Lo 4§ USSR 91
13.3  AULO-COITELALE-TEPOILS .....ereeiiriieeiiieeeiitieeestteeeeiteeeeseteeeesanaeeesnseeessssseeesassseessnssaeesansseeesanseeesannseeesnnsees 92
1304 AULO-AEIELE ..ottt ettt et e ettt et e at e e sat e et s et e st e bt e e it e sanee s 92
SECTION 4 — PROCEDURES FOR MESSAGE STORE AND PORT REALIZATION..............c........ 93
14 OVETVIBW.. ...ttt ettt ettt ettt sttt ettt et e bt e e at e e s ettt e bt e e bt e e bt e sat e e eab et eabteenateesabee sttt enbae e bteesabeesabeeenne 93
15 Consumption of the Message Transfer absStract-SEIVICE.........euvuvireiriireeiiiieeeiiieeeeeeeeereeeeeeeeeeeeeeeeseneees 93
15.1 Consumption of the Delivery Port abStract-SEIVICES. ........eeevivirerrciiieeeiiieeerieeeeereeeesneeeeeereeeseneeeeseeneeas 93
15.1.1  Performance of the Message-delivery abstract-Operation ..............ccceeevevereerveeeercnieeeeiieeeseveee e 93
15.1.2  Performance of the Report-delivery abstract-0peration ..............ccecveeereiireeriiieeeeiiieeeieeeeeieee e 94
15.1.3  Invocation of the Delivery-control abstract-Operation .............ccceeevevvreeriiieeriiieeeneeeeseeeeeveee s 94
15.1.4  Generation rules for general-attribULeS...........ccuvierriiieeeiiieeeciieeeeeeeeereeeeetee e e e e eereeeesnneeeeennes 95

© ISO/IEC 1999 — All rights reserved Vi



ISO/IEC 10021-5:1999(E)

Page

15.2 Consumption of the Submission Port abStract-SEIVICES .........cuvveerriiiierriiiiieiiieeerieee e e eseeeeeeaeee e 95
15.2.1  Invocation of the Message-submission abstract-Operation.............ccuveerrcvveeerseveeessvreesnneeeeeenneeesenes 95
15.2.2  Invocation of the Probe-submission abstract-Operation ...............eecuveeerrvereerereeerineeeesieeeeeseneeesnnenns 95
15.2.3  Invocation of the Cancel-deferred-delivery abstract-operation ..............ccceeeercvveeeerrerensieeeesiieeeeenne 96
15.2.4  Performance of the Submission-control abstract-0peration...............eeeeveeeerereeerrveeesrnieeesreeeeeeees 96

15.3 Consumption of the Administration Port abStract-SErVICES..........ccvvirerriurireiiiieeeriieeeriieeeereeeeeeeeeeeeeees 96
15.3.1  Invocation of the Register absStract-Operation..............eeevueeerriireeririeeeieeeesieeeeeieeeeesneeeeenreeeeennns 96
15.3.2  Invocation of the Change-credentials abstract-Operation ..............cccuveerrurieeriererensireeeneeeeeeneeee e 96
15.3.3  Performance of the Change-credentials abstract-operation ...............cceeevereerceieeeniiieesiieee e 97

16 Supply of the Message Store abStraCt-SEIVICE .......ccvrieeeririreeeiiireeeiiieeetteeeetreeeesnreeeeereeeesnseeeesnseeesnnneeas 97
16.1 Supply of the Retrieval Port abStract-SEIVICES. ....uuvieerrrrieeeiiieeeeiiieeeriteeeeireeeeenreeesseneeeesnsaeesenneeesnnneeas 97
16.1.1  Performance of the Summarize abstract-OPeration ..............coccvvrerriurreerrieeeenieeeeeeeeeereeesereeeeeneees 97
16.1.2  Performance of the List abStract-OpPeration ............cc.ceeeevieeeriuieeeriiieeeiiieeesieeeeeereeesneereeesnneeeseennns 97
16.1.3  Performance of the Fetch abstract-0peration................cccveeeiriireriiiiieeeiee e e e e eieee e eeeee e 98
16.1.4  Performance of the Delete abStract-OPeration ..............cecveeeieiireeiiiieeerieeeerreeeeeieeeeeireeeesenaeeennnne 98
16.1.5  Performance of the Register-MS abstract-Operation..............ccvverrcvrreerruieeenrireeeeeeeesneeeeeneeee e 99
16.1.6  Performance of the Modify abstract-0peration.............cccuveeereuiireriiireeniieeecieeeeeieee e e e eiree e 99
16.1.7  Invocation of the Alert abStract-OPeration.............ccvereeriureeerieiieeerieeeeeteeeesreeeeenreeesneneeesenreeeeanns 100

16.2  Supply of the MS-submission Port abstract-SEIVICES........ccevvrrerriurieeriiiieeeiieeeeiieeeesreeeeeereeesenaeeeseeneeas 100
16.2.1  Performance of the MS-message-submission abstract-Operation ..............ceeceveeerrvveeesnreeencnveeennenes 100
16.2.2  Performance of the MS-probe-submission abstract-0peration...............ceocueerueerrueerneeersieeeneeenneennns 101
16.2.3  Performance of the MS-cancel-deferred-delivery abstract-operation .............cccceeeevveeeniveeeeneeeennnnn. 102
16.2.4  Invocation of the Submission-control abstract-0peration..............cccuveeerevereerriveeersiieeereeeeeieeee e 102
16.2.5  Generation rules for general-attribUtes..........cccuvierriiieieiiieeeriieeeeeeeeereeeeetee et eeeeereeessnneeeeennns 103

16.3  Supply of the Administration Port abStract-SErVICES.........cceruviierriurieeeiiiieeeiiieeeeteeeerrereeereeeeenaeeeeeneeas 103
16.3.1  Performance of the Register abstract-0peration..............cueeercuvirerriiieeeriiieeeiieeeeieeeeeeeee e e e 103
16.3.2  Invocation of the Change-credentials abstract-0peration ............ccoccceeeeerriirnieeniienicerieeee e 103
16.3.3  Performance of the Change-credentials abstract-operation ...............cceeecvveeerciveeeniieeesiiiee e 103

17 POTtS TEALIZATION ......eeiiiiiiie ettt ettt ettt e sbb e e s it e e sab e st e e bt enaaeesaree s 104
L7.1 RELIIEVAL POTT..coiiiiiiiiiiiiee ettt ettt ettt e st sabe e ebeeenateenanee s 104
17.2 MS-SUDIMISSION POTT ...euiiiiiiiiiiieitie ettt ettt et et st e b e e saaeesaaee e 104
17.3  AdMINISTrAtion POTT.....oo.uiiiiiiiiiiiiie ettt sttt et e sabe e e et esateesanee s 104
Annex A — Formal assignment of Object Identifiers ...........cccviieiiiiieeiiiieeeie et 105
Annex B — Formal definition of the Message Store absStract-SEIVICE.........cevvueeeriirirerriieeenrieeeereeeeieeeeeieeeeeeeeeees 108
Annex C — Formal definition of general-attribute-tyPeS .......cvvverrviieeiiiiieeeiieeerieeeeeieee e ee e ere e etee e e e enaeeeseneeas 121
Annex D — Formal definition of general matChing-rules ............cccviiriiiiiiriiieeeiiee et 131
Annex E — Formal definition of general-auto-action-tyPes..........cccueeerrrireeriieeeriiieeeeirieeeireeeeireeesseneeeesnsnneeesnnneees 134
Annex F — Additional MS CapabIlities........ccccuuieereuiiieiiiiieeiiiie e ettt e ettt e e et te e et e e eeteeeesntreeestraeesensaeeeennseeesnnneeas 136
Fil MOdify CaPabIlify ...ccoveiiiiiiiiieiieeiteeeee ettt et ettt ettt ettt st e e e e 136
F.2  Modify retrieval-status Capabilify........cccueerueiriiiiiiiiiiiiiiiie ettt sttt 136
F.3  Protected change credentials capability .........c.ccoroiiiiiiiiiiiiiiiiiie e 136
Annex G — Summary of Changes to previous €ditioNS .........c..eieiriiieeiiieeeeiieeesieeeeeeeeesreeeesrreeserbeeessnreeesenneees 137
G.1  Changes introduced in the 1994 @ditioN..........ceeereuiieeiiiiieeeiiee et ee et e et e e et eeeeereeesenaeeesnneeas 137
G.2 Minimum changes required for support of 1994 Application COnteXtS........c.eevrveuvererririeeeernieeereeeeeennen. 138
Annex H — Formal definition of MS parameter upper bounds ............cceeeeeeiieeriiieeeniiie et 139

Viii © ISO/IEC 1999 — All rights reserved



ISO/IEC 10021-5:1999(E)

Page

ANNEK | — M ESSAZCZIOUPINEG ...eeeuetiieeeirieeeeitieeestieeeeiteeeassteeeasseeesssnseeessseeesassseeesassseesssseeesassseesenssseesssseeesnsses 140
H.1  Establishing a storage framework ...........ccociiiiiiiiiiiiii e 140
H.2  Populating the storage framewWork............cccoeiiiuiiiiiiiiie et e ee e e ee e s e e e seeeeeennneeeeennes 140
H.3  Interworking CONSIACTALIONS. ... ..eeeiirireeriereeritteeeestteeeeeteeessesteeeanaeeessnseeeesnseeesansseeesnssaeessnsseeesnnsneeesnnns 140
Annex J — Example of the Summarize abstract-0peration ............c..ceeevvererruieeeriirieeeieeeesreeeesreeessneeeesnneeesenneees 142
I.L1  The entries in the eXample MS.... ..ottt et et e e 142
1.2 An example of @ request fOr SUMMATY .........ccoiviieiiiiieeeiieeeeiee e et eeeeetee et ee e et eeesnreeeesaneeeesnneeeennnns 142
Annex K — Differences between ITU-T Rec. X.413 (1998) and ISO/IEC 10021-5:1999.......cccvivivieeiiieeeiiieeeen. 143
IINDIEX .ttt ettt ettt ettt ettt e a e e et ea bt ea e et e et e et e e a bt e a bt ea bt ea bt en bt en bt e bt e ab e e bt et e e bt et e enbeennean 144

LIST OF FIGURES

Page

Figure 1 — Message StOre abSIIraCt-SEIVICE ... .uveerurieeriirieeeeiieeeesiteeesttteeestseeesenrteesssseeesssseeesassaeesenssseesasseeesansees 9
Figure 2 — The Components Of QN @NEIY ......c..eeieiieiieeeiiieeeeiieeeeiteeesiteeeetteeeseteteessaeeessssseeesssseeessnnseeeeensseeesannees 12

LIST OF TABLES

Page

Table 1 — Entry-types present in @ntry-CLASSES .......uviieiuiireeiiiieeeiiieeeriieeeeiieeeesteeeeeeeeeessnsaeeesnsaeessnseeeeennneeesnnneeas 15
Table 2 — Message Store common general-attribULE-tYPES . .....eeeervierrriiieeeiiieeeiieeerieeeereeee et e e eree e e nreeeeseeneees 57
Table 3 — General-attribute-types for the Auto-action-log entry-class ..........cccceeecvvveeriiireniiieeniie e 59
Table 4 — Generation of the General-attribUtE-tYPES ....c.vveeieuriieiiiiiee e rteeeeeee e et e e e st e e e e e e enreeesnnneeas 77
Table 5 — Summary of general-auto-action registration and logging capabilities ............cccecvverriiieeriieeeniieeeeeeenn. 90
Table .1 — Stored-messages in the EXAMPLE ...........eiiiiiiiieiiiie ettt et e e eee e e eeeenreeeeereeeeenreeesnnneeas 142
Table .2 — Expected result from the Summarize abstract-0peration.............cceeerviieercieeeriiieessiieeeeieeeeeieeeeeeeeeees 142

© ISO/IEC 1999 — All rights reserved



ISO/IEC 10021-5:1999(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of 1SO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal with
particular fields of technica activity. 1ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with 1SO and IEC, aso take part in the work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

In the field of information technology, 1SO and IEC have established a joint technical committee, ISO/IEC JTC 1. Draft
International Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as an
International Standard requires approval by at least 75 % of the national bodies casting avote.

Attention is drawn to the possibility that some of the elements of this part of 1SO/IEC 10021 may be the subject of patent
rights. ISO and |EC shall not be held responsible for identifying any or all such patent rights.

International Standard 1SO/IEC 10021-5 was prepared by Joint Technical Committee 1ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems, in collaboration with ITU-T. The
identical text is published as I TU-T Recommendation X.413.

This fourth edition cancels and replaces the third edition (ISO/IEC 10021-5:1996), which has been technically revised. It also
incorporates Amendment 1:1998 and Technical Corrigendum 1:1998.

ISO/IEC 10021 consists of the following parts, under the genera title Information technology — Message Handling Systems
(MHS):

— Part 1: Systemand Service Overview

— Part 2: Overall architecture

— Part 3: Abstract Service Definition Conventions

— Part 4: Message transfer system: Abstract service definition and procedures
— Part 5: Message store: Abstract service definition

— Part 6: Protocol specifications

— Part 7: Interpersonal messaging system

— Part 8: Electronic Data Interchange Messaging Service
— Part 9: Electronic Data Interchange Messaging System
— Part 10: MHSrouting

— Part 11: Guide for Messaging Systems Managers

Annexes A to G form a normative part of this part of ISO/IEC 10021. Annexes H to K are for information only.

X © ISO/IEC 1999 — All rights reserved
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Introduction

This Service Definition is one of a series of Recommendations | International Standards defining Message Handling in a
distributed open systems environment.

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the message-transfer-system (MTS) and delivered to one or
more other users (the recipients).

This Service Definition defines the Message Store abstract-service (MS abstract-service) which supports message-
retrieval from a Message Store (MS) and message-submission through the MS in a Message Handling System (MHS).
The MS abstract-service also provides message-administration services, as defined by the Message Transfer System
(MTS) abstract-service.

This Service Definition has been produced by joint ITU-T — ISO/IEC agreement. It is published as common text as
ITU-T Rec. X.413 | ISO/IEC 10021-5. Annex K lists the differences between ITU-T and ISO/IEC texts.

© ISO/IEC 1999 — All rights reserved
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - MESSAGE HANDLING SYSTEMS (MHS):
MESSAGE STORE: ABSTRACT SERVICE DEFINITION

SECTION 1 - GENERAL

1 Scope

This Recommendation | International Standard defines the Message Store abstract-service. This abstract-service is
provided by the Message Store access protocol (specified in ITU-T Rec. X.419 | ISO/IEC 10021-6) in conjunction with
the MTS abstract-service (defined in ITU-T Rec. X.411 | ISO/IEC 10021-4), together with the Remote Operations
Service Element (ROSE) services (defined in ITU-T Rec. X.219 | ISO/IEC 9072-1). The abstract-syntax for the
application-layer protocols used in this Recommendation | International Standard is defined in ITU-T
Rec. X.680 | ISO/IEC 8824-1.

Other Recommendations | parts of ISO/IEC 10021 define other aspects of the MHS. ITU-T Rec. F.400/X.400 | ISO/IEC
10021-1 defines the user-oriented services provided by the MHS. ITU-T Rec. X.402 | ISO/IEC 10021-2 provides an
architectural overview of the MHS. ITU-T Rec. X.420 | ISO/IEC 10021-7 defines the abstract-service for Interpersonal
Messaging and defines the format of Interpersonal Messages.

Section 2 of this Recommendation | International Standard contains the Message Store abstract-service definition.
Clause 6 describes the MS model. Clause 7 defines the semantics and abstract-syntax of the MS-bind and the MS-unbind
abstract-operations. Clause 8 defines the semantics and abstract-syntax of the operations of the MS abstract-service.
Clause 9 defines the semantics and abstract-syntax of the errors of the abstract-service.

Section 3 of this Recommendation | International Standard defines the general-attribute-types, general-matching-rules,
and general-auto-action-types related to the MS. Clause 10 contains an overview. Clause 11 defines the semantics and
abstract-syntax of the general-attribute-types. Clause 12 defines the semantics and abstract-syntax of the general-
matching-rules. Clause 13 defines the semantics and abstract-syntax of the general-auto-action-types.

Section 4 of this Recommendation | International Standard describes the procedures for Message Store and the ports
realization. Clause 14 contains an overview. Clause 15 describes how the Message Transfer System abstract-service is
consumed. Clause 16 describes how the Message Store abstract-service is supplied. Clause 17 describes how the MS
ports are realized.

The requirements for conformance to this Recommendation | International Standard are stated in clause 10 of
ITU-T Rec. X.419 | ISO/IEC 10021-6.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

ITU-T Rec. X.413 (1999 E) 1
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2.1 Reference Model references

This Recommendation | International Standard cites the following Reference Model specification:

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1: 1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model.

2.2 Presentation references

This Recommendation | International Standard cites the following Presentation specifications:

— ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1: 1998, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2: 1998, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

— ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3: 1998, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1: 1998, Information technology — ASN.! encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER), and Distinguished
Encoding Rules (DER).

2.3 Remote Operations references

This Recommendation | International Standard cites the following Remote Operations specification:

— ITU-T Recommendation X.880 (1994)|ISO/IEC 13712-1: 1995, Information technology — Remote
Operations: Concepts, model and notation.

2.4 Directory references

This Recommendation | International Standard cites the following Directory specifications:

— ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2: 1998, Information technology — Open Systems
Interconnection —The Directory: Models.

— ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8: 1998, Information technology — Open Systems
Interconnection — The Directory: Authentication framework.

— ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6: 1998, Information technology — Open Systems
Interconnection —The Directory: Selected attribute types.

2.5 Message Handling references

This Recommendation | International Standard cites the following Message Handling System specifications:

— ITU-T Recommendation F.400/X.400 (1999), Message handling services: Message handling system and
service overview.

ISO/IEC 10021-1: 1999, Information technology — Message Handling Systems (MHS) — Part 1: System and
service overview.

— ITU-T Recommendation X.402 (1999) | ISO/IEC 10021-2: 1999, Information technology — Message
Handling Systems (MHS): Overall architecture.

— ITU-T Recommendation X.411 (1999) |ISO/IEC 10021-4: 1999, Information technology — Message
Handling Systems (MHS): Message transfer system: Abstract service definition and procedures.

— ITU-T Recommendation X.419 (1999) | ISO/IEC 10021-6: 1999, Information technology — Message
Handling Systems (MHS): Protocol specifications.

— ITU-T Recommendation X.420 (1999) |ISO/IEC 10021-7: 1999, Information technology — Message
Handling Systems (MHS): Interpersonal messaging system.
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