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Foreword 

IS0 (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form 
the specialized system for worldwide standardization. National bodies that are members of IS0 or IEC participate in the 
development of International Standards through technical committees established by the respective organization to deal 
with particular fields of technical activity. IS0 and IEC technical committees collaborate in fields of mutual interest. 
Other international organizations, governmental and non-governmental, in liaison with IS0 and IEC, also take part in the 
work. 

In the field of information technology, IS0 and IEC have established a joint technical committee, ISO/IEC JTC 1. Draft 
International Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication 
as an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

International Standard ISO/IEC 10181-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information 
technology, Subcommittee SC 21, Qpen Systems Interconnection, data management and open distributed processing, in 
collaboration with ITU-T. The identical text is published as ITU-T Recommendation X.812. 

ISOIIEC 10181 consists of the following parts, under the general title Information technology - Open Systems 
Interconnection - Security frameworks for open systems: 

- Part 1: Overview 

Part 2: Authentication framework 

Part 3: Access control framework 

Part 4: Non-repudiation framework 

- Part 5: Confidentiality framework 

Part 6: Integrity framework 

- Part 7: Security audit framework 

Annexes A to G of this part of ISO/IEC 1018 1 are for information only. 
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Introduction 

This Recommendation I International Standard defines a general framework for the provision of access control. The 
primary goal of access control is to counter the threat of unauthorized operations involving a computer or 
communications system; these threats are frequently subdivided into classes known as unauthorized use, disclosure, 
modification, destruction and denial of service. 

vi 



ISO/IEC 10181=3:1996(E) 

INTERNATIONAL STANDARD 

ITU-T RECOMMENDATION 

INFORMATION TECHNOLOGY - 
OPEN SYSTEMS INTERCONNECTION - 

SECURITY FRAMEWORKS FOR OPEN SYSTEMS: 
ACCESS CONTROL FRAMEWORK 

1 Scope 
The Security Frameworks are intended to address the application of security services in an Open Systems environment, 
where the term Qpen Systems is taken to include areas such as Database, Distributed Applications, ODP and OSI. The 
Security Frameworks are concerned with defining the means of providing protection for systems and objects within 
systems, and with the interactions between systems. The Security Frameworks are not concerned with the methodology 
for constructing systems or mechanisms. 

The Security Frameworks address both data elements and sequences of operations (but not protocol elements) that are 
used to obtain specific security services. These security services may apply to the communicating entities of systems as 
well as to data exchanged between systems, and to data managed by systems. 

In the case of Access Control, accesses may either be to a system (i.e. to an entity that is the communicating part of a 
system) or within a system. The information items that need to be presented to obtain the access, as well as the sequence 
of operations to request the access and for notification of the results of the access, are considered to be within the scope 
of the Security Frameworks. However, any information items and operations that are dependent solely on a particular 
application and that are strictly concerned with local access within a system are considered to be outside the scope of the 
Security Frameworks. 

Many applications have requirements for security to protect against threats to resources, including information, resulting 
from the interconnection of Open Systems. Some commonly known threats, together with the security services and 
mechanisms that can be used to protect against them, in an OS1 environment, are described in CCITT Rec. X.800 I 
IS0 7498-2. 

The process of determining which uses of resources within an Open System environment are permitted and, where 
appropriate, preventing unauthorized access is called access control. This Recommendation I International Standard 
defines a general framework for the provision of access control services. 

This Security Framework: 

a> 
W 

C> 
d) 
e) 

defines the basic concepts for access control; 

demonstrates the manner in which the basic concepts of access 
commonly recognized access control services and mechanisms; 

control can be special .ized to support some 

defines these services and corresponding access control mechanisms; 

identifies functional requirements for protocols to support these access control services and mechanisms; 

identifies management requirements to support these access control services and mechanisms; 

f> addresses the interaction of access control services and mechanisms with other security services and 
mechanisms. 

As with other security services, access control can be provided only within the context of a defined security policy for a 
particular application. The definition of access control policies is outside the scope of this Recommendation I 
International Standard, however, some characteristics of access control policies are discussed. 

It is not a matter for this Recommendation I International Standard to specify 
may need to be performed in order to provide access control services. 

This Recommendation I I nternational Standard does not specify particular 
services nor the details of security management services and protocols. 

details of the protocol exchanges which 

mechanisms to support these access control 

ITU-T Rec. X.812 (1995 E) 1 
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A number of different types of standard can use this framework including: 

a> standards that incorporate the concept of access control; 

b) standards that specify abstract services that include access control; 

C) standards that specify uses of an access control service; 

d) standards that specify the means of providing access control within an Open System environment; and 

e) standards that specify access control mechanisms. 

Such standards can use this framework as follows: 

- standard types a, b, c, d, and e can use the terminology of this framework; 

- standard types b, c, d, and e can use the facilities defined in clause 7 of this framework; and 

- standard type e can be based upon the classes of mechanism defined in clause 8. 

2 Normative references 

The following Recommendations and International Standards contain provisions, which through reference in this text, 
constitute provisions of this Recommendation I International Standard. At the time of publication, the editions indicated 
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this 
Recommendation I International Standard are encouraged to investigate the possibility of applying the most recent 
edition of the Recommendations and Standards listed below. Members of IEC and IS0 maintain registers of currently 
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently 
valid ITU-T Recommendations. 

21 . Identical Recommendations I International Standards 
- ITU-T Recommendation X.200 (1994) I ISOLIEC 7498- 1: 1994, Information technology - Open Systems 

Interconnection - Basic Reference Model: The Basic Model. 

- ITU-T Recommendation X.810 (1995) I ISOLIEC 10181-1:1996, Information technology - Open Systems 
Interconnection - Security frameworks for open systems: Overview. 

- ITU-T Recommendation X.8 ll(l995) I ISOAEC 1018 l-2: 1996, Information technology - Open Systems 
Interconnection - Security frameworks for open systems: Authentication framework. 

- ITU-T Recommendation X.880 (1994) I ISOLIEC 137 12-1: 1995, Information technology - Remote 
Operations: Concepts model and notation. 

22 . Paired Recommendations I International Standards equivalent in technical content 
- CCITT Recommendation X.800 (199 l), Security Architecture for Open Systems Interconnection for 

CCITT applications. 

IS0 7498-2: 1989, Information processing systems - Open Systems Interconnection - Basic Reference 
Model - Part 2.9 Security Architecture. 

3 Definitions 

For the purposes of this Recommendation I International Standard, the following definitions apply. 

31 This Recommendation I International Standard makes use of the following terms defined in CCITT 
iec. X.800 I IS0 7498-2: 

a) access control; 

b) access control list; 

Cl accountability; 

d) authentication; 

e) authentication information; 

0 authorization; 

2 ITU-T Rec. X.812 (1995 E) 




