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Foreword 

ISO (the International Organization for Standardization) and IEC (the Inter- 
national Electrotechnical Commission) form the specialized System for worldwide 
standardization. National bodies that are members of ISO or IEC participate in the 
development of International Standards through technical committees established 
by the respective organization to deal with particular fields of technical activity. 
ISO and IEC technical committees collaborate in fields of mutual interest. Other 
international organizations, governmental and non-governmental, in liaison with 
ISO and IEC, also take part in the work. 

In the field of information technology, ISO and IEC have established a joint 
technical committee, ISO/IEC JTC 1. Draft International Standards adopted by the 
joint technical committee are circulated to national bodies for voting. Publication 
as an International Standard requires approval by at least 75 % of the national 
bodies casting a vote. 

International Standard ISO/IEC 10736 was prepared by Joint Technical Com- 
mittee ISO/IEC JTC 1, Znformation technology, Subcommittee SC 6, Tele- 
communications and information exchange between Systems, in collaboration with 
ITU-T. The identical text is published as ITU-T Recommendation X.274. 

Annexes A and B form an integral part of this International Standard. Annexes C 
and D are for information only. 
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Introduction 

The transport protocol specified in ITU-T Rec. X.224 I ISO/IFC 8073 provides the 
connection oriented transport Service described in ITU-T Rec. 234 I ISOAEC 8072. 
The transport protocol specified in ITU-T Rec. 234 I ISOAEC 8602 provides the 
connectionless-mode transport Service described in ISOAEC 8072. This Recommen- 
dation I International Standard specifies optional additional functions to ITU-T Rec. 
X.224 I ISO/IEC 8073 and ITU-T Rec. X.234 I ISO/IEC 8602 permitting the use of 
cryptographic techniques to provide data protection for transport connections or for 
connectionless-mode TPDU transmission. 

vi 
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INTERNATIONAL STANDARD 

ITU-T RECOMMENDATION 

INFORMATION TECHNOLOGY - TELECOMMUNICATIONS 
AND INFORMATION EXCHANGE BETWEEN SYSTEMS - 

TRANSPORT LAYER SECURITY PROTOCOL 

1 Scope 

The procedures specified in this Recommendation I International Standard operate as extensions to those defined in ITU-T Rec. 
X.224 I ISO/IEC 8073 and ITU-T Rec. X.234 I ISO/IEC 8602 and do not preclude unprotected communication between 
transport entities implementing ITU-T Rec. X.224 I ISO/.IEC 8073 or ITU-T Rec. X.234 I ISO 8602. 

The protection achieved by the security protocol defined in this Recommendation I International Standard depends on 
the proper Operation of security management including key management. However, this Recommendation I International 
Standard does not specify the management functions and protocols needed to support this security protocol. 

This protocol tan support all the integrity, confidentiality, authentication and access control Services identified in CCITT 
Rec. X.800 I ISO 7498-2 as relevant to the transport layer. The protocol supports these Services through use of 
cryptographic mechanisms, security labelling and attributes, such as keys and authenticated identities, pre-established by 
security management or established through the use of the Security Association - Protocol (SA-P). 

Protection tan be provided only within the context of a security policy. 

This protocol supports peer-entity authentication at the time of connection establishment. In addition, 
supported within the protocol through the use of SA-P or through means outside the protocol. 

rekeying is 

Security associations tan only be established within the context of a security policy. It is a matter for the users to 
establish their own security policy, which may be constrained by the procedures specified in this Recommendation I 
International Standard. 

The following items could be included in a Security Policy: 

a) the method of SA establishmentirelease, the lifetime of SA; 

W 
Cl 

Authentication/Access Control mechanisms; 

Label mechanism; 

d) the procedure of the receiving an invalid TPDU during SA establishment procedure or transmission of 
protected PDU; 

e) the lifetime of Key; 

f) the interval of the rekey procedure in Order to update key and security control information (SCI) exchange 
procedure; 

g) 
h) 

the time out of SC1 exchange and rekey procedure; 

the number of retries of sei exchange and rekey procedure. 

This Recommendation I International Standard defines a protocol which may be used for Security Association 
establishment. Entities wishing to establish an SA must share common mechanisms for authentication and key 
distribution. This Recommendation I International Standard specifies one algorithm for authentication and key 
distribution which is based on public key crypto Systems. The implementation of this algorithm is not mandatory; 
however, when an alternative mechanism is used, it shall satisfy the following conditions: 

a) All SA attributes defined in 5.2 are derived. 

W Derived keys are authenticated. 

ITU-T Rec. X.274 (1994 E) 1 
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2 Normative references 

The following Recommendations and International Standards contain provisions which, through reference in this text, 
constitute provisions of this Recommendation I International Standard. At the time of publication, the editions indicated 
were valid. All Standards are subject to revision, and Parties to agreements based on this Recommendation I International 
Standard are encouraged to investigate the possibility of applying the most recent editions of the Standards listed below. 
Members of IEC and ISO maintain registers of currently valid International Standards. The Telecommunication 
Standardization Bureau of the ITU maintains a list of currently valid ITU-T Recommendations. 

21 . Identical Recommendations I International Standards 
- ITU-T Recommendation X.214 (1993) I ISO 8072:1994, Information technology - Open Systems 

Interconnection - Transport Service definition. 

- ITU-T Recommendation X.234 (1993) I ISO/IEC 8602:1995, Information technology - Protocol 
for providing the OSI connectionless-mode transport Service. 

22 . Paired Recommendations I International Standards equivalent in technical content 
- CCITT Recommendation X.200 (1988), Reference Model of Open Systems Interconnection for CCITT 

applications. 

ISO/IEC 7498- 1: 1994, Information technology - Open Systems Interconnection - Basic Reference 
Model - Part 1: The Basic Model. 

- 

- 

- 

- 

CCI’IT Recommendation X.800 (199 1), Security architecture for Open Systems Interconnection for 
KITT applications. 

ISO 7498-2: 1989, Information processing Systems - Open Systems Interconnection - Basic Reference 
Model - Part 2: Security Architecture. 

ITU-T Recommendation X.224 (1993), Protocol for providing the OSI connection-mode transport 
Service. 

ISOAEC 8073: 1992, Information technology - Telecommunications and information exchange between 
Systems - Open Systems Interconnection - Protocol for providing the connection-mode transport Service. 

CCITT Recommendation X.208 (1988), Specification of Abstract Syntax Notation One (ASN. 1). 

ISO/IEC 8824: 1990, Information technology - Open Systems Interconnection - Specification of Abstract 
Syntax Notation One (ASN.1). 

CCITT Recommendation X.209 (1988), Specification of Basic Encoding Rules for Abstract Syntax 
Notation One (ASN. 1). 

ISO 8825: 1990, Information technology - Open Systems Interconnection - Specification of Basic 
Encoding Rules for Abstract Syntax Notation One (ASN. 1). 

- ITU-T Recommendation X.264 (1993), Transport protocol identification mechanism. 

ISOAEC 11570: 1992, Information technology - Telecommunications and information exchange between 
Systems - Open Systems Interconnection - Transport protocol identification mechanism. 

23 . Additional references 

- ISOIIEC 9834- 1: 1993, Information technology - Open Systems Interconnection - Procedures for the 
Operation of OSI Registration Authorities: General Procedures. 

- ISOIIEC 9834-3: 1990, Information technology - Open Systems Interconnection - Procedures for the 
Operation of OSI Registration Authorities - Part 3: Registration of Object identifier component values 
for joint ISO-CCITT use. 

2 ITU-T Rec. X.274 (1994 E) 




